Introduction to:

Health Alert Network (HAN)

Missouri Health Notification System
(MO-HNS)
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Presentation Notes
Good Day, this training is for the Health Alert Network (HAN) and the Missouri Health Notification System (MO-HNS)


What is the HAN Network?

« HAN stands for Health Alert Network and
Is CDC’s primary method of sharing cleared
iInformation about urgent public health incidents

http://emergency.cdc.gov/han/


Presenter
Presentation Notes
What is the HAN Network?
The HAN is the Center for Disease Control’s primary method of sharing information about urgent public health incidents

The information is shared with:
 Public Information Officers
 Federal, State, Territorial and Local Public Health practitioners
 Clinicians
 Public Health Laboratories

HAN collaborates with Federal, State, Territorial and City/County partners to develop protocols and stakeholder relationships that will ensure a robust interoperable platform for the rapid distribution of public health information


Who 1s Connected to HAN?
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HAN Jurisdictions: a vast majority of the State-based HAN programs have over 90% of their population covered under the umbrella of HAN

Jurisdictional HAN programs from 50 states and the District of Columbia, 8 territories, Chicago, Los Angeles and New York City


What is MO-HNS?

 The Missouri Health Notification System (MO-HNS)
IS a secure web-based system accessible anytime
and anywhere Internet access iIs available for
emergency planning and response communication
with public health partners

* The Missouri Department of Health and Senior
Services administers MO-HNS to facilitate alerting
and collaboration between federal, state, local
Public Health Departments, clinics, hospitals, and
other public health emergency partners on a
24/7/365 basis

https://mo-hns.org/fag.php


Presenter
Presentation Notes
The Missouri Health Notification System (MO-HSN) is part of a nationwide, secure, web-based communication system designed to enable a two-way, 24/7 flow of critical health information between the Missouri Department of Health and Senior Services (DHSS) and local personnel and health care professionals including physicians, nurses, hospitals, laboratories, clinicians, public health workers, emergency management personnel, public health responders and others.

MO-HNS is administered by the MO DHSS to facilitate alerting and collaboration between federal, state, local Public Health Departments, clinics, hospitals, and other public health emergency partners on a 24/7/365 basis


What is the Purpose of MO-HNS?

« MO-HNS allows users to receive and confirm Health
Alerts/Advisories/Updates [Health Alert Network
(HAN) alerts] in minutes from federal, state, and
local government during emergencies, urgent
events, disasters, and transmit relevant information
about emergency issues to public health and
medical partners

« MO-HNS is also used to send messages through
the Emergency Notification System (ENS)

* Where the HAN messages are usually sent via
email ENS messages are sent through telephone
messages

https://mo-hns.org/fag.php
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HAN is used to distribute information federal, state, and local government during emergencies, urgent events, disasters, and transmit relevant information about emergency issues to public health and medical partners.

ENS is used to alert and recall individuals during a time of emergency.   ENS messages are usually sent via telephone messages, HAN alerts are usually sent via email.


How do | Participate in MO-HNS?

e You may enroll in the MO-HNS either on the
home page or via a paper registration

« After completing your registration, it will be
reviewed by the HAN Coordinator who will
determine whether the applicant fulfills a role In
a public health emergency response
— HAN Coordinator is assigned by the LPHA

Administrator

 |f approved, you will receive a message from the

HAN Coordinator in your county/jurisdiction and

negin receiving messages through the system

https://mo-hns.org/fag.php

W@


Presenter
Presentation Notes
Such organizations that are represented in the MO-HNS who are eligible to receive messages through the �MO-HNS can include Local Public Health Agencies (LPHAs), physicians, nurses, hospitals, laboratories, clinicians, public health workers, emergency management personnel, public health responders and others. 

Information provided via the HAN can be sensitive and/or preliminary and may not be appropriate for those who do not fulfill a role in a public health response. You will then receive a message from the HAN Coordinator in your county/jurisdiction indicating if you are approved to begin receiving messages through this system.

HAN Coordinator is assigned at the LPHA.  The LPHA Administrator and the HAN Coordinator have the ability to make changes to LPHA staff information within MO-HNS.



What are the Categories of Health Alert
Messages?

e Health Alert
— Highest Level of importance —Immediate Action

* Health Advisory
— Important information for specific incident

* Health Update
— Updated information regarding specific incident

e Information Service

— General Information—Not necessarily considered to
be of an emergent nature

https://mo-hns.org/fag.php
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Health Alert: conveys the highest level of importance and warrants IMMEDIATE action or attention

Health Advisory: provides important information for a specific incident or situation and may not require immediate action

Health Update: provides updated information regarding an incident or situation and is unlikely to require immediate action

Information Service: provides general information that is not necessarily considered to be of an emergent nature


'S
How Wil | Receive Health

Alerts/Advisories/Updates?

 The majority of HAN messages will continue to
be received via e-mail

 The new MO-HNS is web-based and will enable
DHSS to forward CDC HAN messages, as well
as DHSS HAN messages via e-mall

e This system will support secure alerts if
necessary

https://mo-hns.org/fag.php
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There is an option to not send an email, but the message will only show when staff log into the MO-HNS.  That is why most message sent from the Emergency Response Center will include an email.


.

As a Local Public Health Agency, Will | Still
be able to Forward HAN to My Local

Partners?

* Yes, each LPHA will have designhated a HAN Coordinator
who will have administration and distribution rights at the
local level

 Local HAN Coordinators will be able to forward HAN
messages to their local recipients which will include DHSS

 LPHAs would transfer key local HAN contact information to
the DHSS for import into the new system. However, each
LPHA will continue to have oversight of their local lists

— New users of the system will have the ability to self-register,
Thus, staff hours in maintaining local HAN lists should be reduced

— HAN Coordinators will have the ability to approve new users to
receive HAN messages based on their public health response role

https://mo-hns.org/fag.php
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The LPHA Administrator and the HAN Coordinator will have the ability to forward information on to their local staff and partners.

Although the LPHA will have support from the Emergency Response Center for Public Health, the LPHA is responsible for oversight of their local lists.


What Is a Health Alert Network (HAN)
Coordinator?

« HAN coordinators are responsible for the
coordination, implementation, and maintenance
of the Missouri Health Notification System (MO-
HNS) for their agency or jurisdiction

« HAN Coordinators are a critical link between
state agencies, local jurisdictions and public
health emergency partners

https://mo-hns.org/fag.php
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The DHSS Emergency Response Center (ERC) staff are System Coordinators and can assist the HAN Coordinators with questions and can usually complete functions that the HAN Coordinator may require assistance with.

ERC staff also have administrative rights in the MO-HNS to make edits in profiles if necessary.



Sign Up for HAN E-mail Updates

1. Go tothe CDC - Quick Subscribe GovDelivery page.

2. Enter your e-mail address and delivery preferences and
click Save.

3. Select the Emergency Preparedness and Response /
Health Alert Network (HAN) check box from the Quick
Subscribe window and click Save.

Once you complete the previous steps, you will receive
HAN alerts by e-mail when new HANs are distributed

https://mo-hns.org/fag.php
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You can sign up to receive HAN Update Alerts when a new HAN is added to the system by using the following steps.  This is directly from the CDC

The messages that you will receive by signing up are the same as the ones that you will receive from the state.  However, the notifications from the state may include specific information related to Missouri. 

https://public.govdelivery.com/accounts/USCDC/subscriber/new?pop=tDC

MODULE |

Registering

Go to:
https://mo-hns.org/
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Time to get registered.


https://mo-hns.org/
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Missouri

Health Notification System

Paper
Registration

Home FAQ Contact Us

Username: Welcome to Missouri Health Notification System (MO-HNS).

The Missouri Health Notification System (MO-HNS) is part of a nationwide, secure, web
-based communication system that was established by the Centers for Disease Control
and Prevention (CDC). This communication system is implemented by each individual
state along with their respective Local Public Health Agencies. It is designed to enable
a two-way, 24/7 flow of critical health information between the Missouri Department of
Health and Senior Services (DHSS) and local personnel and health care professionals
throughout the state, including physicians, nurses, hospitals, laboratories, clinicians,
public health workers, emergency management personnel, public health responders
and others.

At the local level, public health services in Missouri are organized into 115 different
Local Public Health Agencies (LPHA). LPHAs are on the "front line" and provide many
essential health services including investigation of disease outbreaks, regulation of
known sources of health hazards such as food establishments and lodging, and health
education and prevention services such as immunizations and preventive health
screenings. This alert system allows federal, state, and local health departments the
ability to share and disseminate critical information regarding public health concerns.

REGISTER NOW

If this is your first time using HAN ,and your

administrator has not added you, you will need to
click on REGISTER NOW.

If you already have an
account skip ahead to slide 16

) )
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There are multiple ways to Register. If this is your first time using HAN ,and your administrator has not added you, you will need to click on REGISTER NOW. 

If you already have an  account skip ahead to slide 16


Missouri Health Notification System

Registration

GETTING STARTED

€ Welcome to Missour Health Matification System (MO-HNE). Please read the following directions and then click on the Mext butfon below fo continue.

1) For the best experience, do not use the refresh, stop, badk or forward buttons on the browser and only single-clidk buttons within a page.

I.';: An asterisk [*) indicates a reguired fisld. You will be alerted if the reguired information has not been entered.

3) For your security, all communications are enorypted and you will be logged cut autormatically if you are inactive for more than 30 minutes.

‘We recommend Microsoft Internet Explorer for Windows (8.0 or newer), Mozilla Firefox for Mac or PC (3.5 or newer), Apple Safari for Mac or PC (5.0 or newer)
4) or Google Chrome for Wac or PC (18.0 or newer) with JavaSoipt enabled and pop-up blodier turned off to use this site. Please see your browser's help file for
rore information.

Account Information

4 Creating an account i= the first step in the Mizzown Heslth Mofification Spstem (MO-HNG) registration process. You will wse powr sccount usemame and pessword esch time jou

Iog into Miz=own Heslth Notification System (MO-HNE).

* ||zername:

sansipa

* Paz=word: ¥ Password must be T characters or longer

¥ Password must contain a number

¥ Password must contain a special character
¥ Password must contain uppercase letter

¥ Confirmation password must match

* Confirm Password:

* Secret Question: Select b

* Secret Answer:

14
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Self Registration looks like this.  Anything marked with an * must be filled in.


Terms of Service and Privacy Policy

* Terms of Service:

Mame

O By checking thiz box, | indicate that | agree to the Terms of
Service and hawve read and understand the Privacy Policy for this
=ite. My =ubmiz=ion of thiz form will constitute my consent to the
collection and use of thiz information and the transfer of this
information acros=s the Internset to processing and storage
facilities =upporting thiz 2y=stem. | alzo agree to receive reguired
adminiztrative and legal notice=s 2uch as thiz electronicalby.

4p Filezzs enier powr ful name below.

Prefo:

* Firzt Name:

Middle Mame:

* | ast Name:

Su i

Home Address Line 1:

Home Address Line 2:

City:
State:
County:

Zip Code:

Exampla: Dr., Col, Mr., Mrs, Ms

Evample: Jr_ Sr_ BFaD. MO

Select o’

| Selret v
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Terms of Service should be reviewed, however you must mark the click box to move on in registration process.
 
Remember the * Must be filled in.


Employment Infarmation

4 Flease enfer your cwrent job file below.

Primary Employer:

Fnanz, leave hlank

Job Title:

[Fnanz leave hlank

PIN

4 The Zecret PINi= a four digit number required in the event we contact you with a health alert containing sensitive information.

* Secret PIN;

* Confirm Secret PIN:

Email

4 Flease enfer the emal address which you prefer fo use fo receive communications about Health Aleris and other system related iszues. You may enter up to three emal
sddresses. [n order to receive alerts, you must enter an email or 8 contact method.

Primary Email Address

* Email Address:

I you have an emall account 1 [ mpariant fr you f provie his intrmation. Wahout your emal
30dress, ou may miss Impariant messages and nofifications. Flagse nolz that the syskem will nof alow
fwo accounts with the same amall addness. I jou oo nofhave an amall address or your anall 30dness Is

alrmagy regiskred with the Sy o £a0 Jaam more ahout abiaining 3 fres amall agIress by clicking
berg

* Confirm Email Address:

* L Emsll Addrass

<
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If the System Coordinator or Administrator sets up the secret PIN, typically 1234 is used.  This can be changed if necessary at a later date.


Contact Method

4 Flease select the coniact method and enier the number which you prefer fo use fo receive communicaiions abowt Health Aleris and other sy=iem relafed isswes. You may
safect up fo six diferent contact methods. In order to receive alerts, you must enter an email or 2 contact metfrod.

Contact Method 1

* Contact Method 1:

| Select ot |

* Mumber to Attempt:

=[]

HAMN Roles

#* Please select the roles you have held from the list below:
Ambulance Services Manager

Animal Control Director
BT Coordinator
Be=havioral Health Director
Border Health Director

([

4

Organization Types

* Flease select the crganizations you are affiliated with from the list below:
Academic’Research Organization

COC All Campuses

[

COC Field Assignes
Clinic

Clinical Professional Crganization {such as AMA)

(=]

4

Organizationzs

and sefect those you wani fo join.

#p Omganzations represent official growps that youw hawve affiiation with a5 a MO HNEG wser. Glick the Add Organzations link below fo ses a complefe s of organzations

o Add Organizations

FPrevious | | Nei:t_Jl

‘

I,l
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When selecting a contact method there are several options. Prioritize in order of contact; work, cell…

The “ADD ORGANIZATIONS” section is very important. It is necessary to include this so that you are assigned to your county / organization
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Missouri

Health Notification Systgzas

Paper registrations can be
downloaded by clicking
here

Paper
Registration

Home FAQ

Username: Welcome to Missouri Health Notification System (MO-HNS).

The Missouri Health Notification System (MO-HNS) is part of a nationwide, secure, web
-based communication system that was established by the Centers for Disease Control
and Prevention (CDC). This communication system is implemented by each individual
state along with their respective Local Public Health Agencies. It is designed to enable
a two-way, 24/7 flow of critical health information between the Missouri Department of
Health and Senior Services (DHSS) and local personnel and health care professionals
throughout the state, including physicians, nurses, hospitals, laboratories, clinicians,
public health workers, emergency management personnel, public health responders
and others.

At the local level, public health services in Missouri are organized into 115 different
Local Public Health Agencies (LPHA). LPHAs are on the "front line" and provide many
essential health services including investigation of disease outbreaks, regulation of
known sources of health hazards such as food establishments and lodging, and health
education and prevention services such as immunizations and preventive health
screenings. This alert system allows federal, state, and local health departments the
ability to share and disseminate critical information regarding public health concerns.

REGISTER NOW
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If you should prefer to fill out paper, a paper registrations can be downloaded by clicking here and this takes you to…



Missouri

Health Notification System

Home

Username:

FAL)

EEpet Contact Us
Registraticn

Download Paper Registration

If you are unable to register using the cnline system, you can complete the attached paper

registraticn and submit it to the local public health department in the county where you work.

-
< Paper Registration Form

You will need Adobe Acrobat Reader Installed on your computer to open and read the POF files.

Adobe Acrobat Reader is free software. Clidk on the Get Adobe Reader icon to download.

Ll ¥
Bevinl™ i ADE

Home | Contact Us | Termns of Service | Privacy Poli

19



Paper Registration

o After downloading the
paper registration form,
completely fill out the
required fields and
submit to the local HAN
Coordinator

Missouri Health Notification System Registration

FIRST NAME LAST NAME

This is the Paper Registration Form for the Missouri Health Notification
System (MO-HNS).

The Missouri Health Notification System (MO-HNS) site is operated by the Department of Health and
Senior Services and allows you to register to receive Health Alerts/Advisories/Updates in addition to
other notifications during a disaster or emergency situation. This registration form will collect basic

information about you and your public health role. To register, you must either have, or be affiliated
with an organization/agency, that has a public health response.

All information you provide is held under the highest degree of care and standards of security,
confidentiality and privacy. Only you and authorized system administrators will view the information
you enter. You may review the system’s privacy pelicy provided in Appendix II: Privacy Policy.

The Department of Health and Senior Services would like to thank you for registering for the MO-HNS.

Please complete the attachad registration form and return Pages 2-7 ONLY by mail or fax to the
following:

Mail: ATTN: HAN Coordinator
Center for Emergency Response and Terrorism
Department of Health and Senior Services
912 Wildwood
PO Box 570
Jefferson City, MO 65102

Fax: 573-526-8383

20
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The paper registration is typically not used but can serve as a last resort. 

After filling out the form it should be given to your Local HAN Coordinator  (at the LPHA)


MODULE |.a

Logging In

Go to:
https://mo-hns.org/
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Once you are registered you need to log into MO-HNS.


https://mo-hns.org/
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Missouri

Health Notification System

Paper
Registration

Home FAQ Contact Us

Username: Welcome to Missouri Health Notification System (MO-HNS).

The Missouri Health Notification System (MO-HNS) is part of a nationwide, secure, web
-based communication system that was established by the Centers for Disease Control
and Prevention (CDC). This communication system is implemented by each individual
state along with their respective Local Public Health Agencies. It is designed to enable
a two-way, 24/7 flow of critical health information between the Missouri Department of
Health and Senior Services (DHSS) and local personnel and health care professionals
throughout the state, including physicians, nurses, hospitals, laboratories, clinicians,
public health workers, emergency management personnel, public health responders
and others.

At the local level, public health services in Missouri are organized into 115 different
Local Public Health Agencies (LPHA). LPHAs are on the "front line" and provide many
essential health services including investigation of disease outbreaks, regulation of
known sources of health hazards such as food establishments and lodging, and health
education and prevention services such as immunizations and preventive health
screenings. This alert system allows federal, state, and local health departments the
ability to share and disseminate critical information regarding public health concerns.

REGISTER NOW

Once you are a registered
user, enter your username
and password here
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You will use your user name and password to log into MO-HNS.  Should you have a problem you do have options to click on the Forgot Username or password.  This will send a request to the System Administrator so they can rest your password.


Home Page

Missouri Health Notification System
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When you log into the system, you will be taken to the Home page. Your Home page is a starting point for getting situated in the system and catching up on the activity that happened while you were logged out. It shows the most recent updates and has the tools you need to begin your first task.   This page will look slightly different as updates are made to the system.

The sections on the Home page are:
Profile: this section displays your profile activity and overview
Recent Messages: this section contains new messages that you have recently received. You can click on the section name to go to your inbox.
Organizations, Documents, Recipients and Administration.  We will be going through these sections more as we go.
 
 


MODULE II

Edit Options
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In this section we will discuss editing options.
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To access your identity information, go to My Profile.  This will take you to…


ldentity

Missouri Health Notification Sys

‘Weicome Andres Amrmstrong (Log Ouh

Home BTN Messages (8) Organizations

Meallly Comac AMllaSion AoToun SeTings

Identity

EdH information |
Mame
Prefic:
First Mame:
Middie Mame:
Last Mame:
Suffioc:
Home Address Line 1:
Home Address Line 2:
City:
State:
County:
Zip Code:
Employment Information

Primary Employer:
Job Title:

Andrea

Armstrong

Jefferson City
Missouri

Cole

» History of Changes

Missouri Health Notification System

Wekcoma Aedres Armatoag (uog Ol

Documents | Recipien| Homs RoLgi B Messages (5] Organt

n Acooun! Sesings

Nams

@ Feaaoe amer o Ul NBTE DRI0W

Prefic

* First hame:

Wilidie Name

w Last Name

Butic

Home Address Line 1

Hiome Addness Line 2

Courty
Zip Code

Employment |nformation

O Pizage snier jour cumend ob e helow

Primary Empicyer

4ol TEie

== [

ASCSARD ()
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To make changes to the information on this page or to provide an additional contact method, click the “Edit Information” button

The system automatically keeps track of all changes made to your “Identity” page. To see the changes log, expand the “History of Changes” section by clicking the triangle to the left of the section title



Contact

Contact
=

Missouri Health Notification
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Last names cannot be changed by the user; this has to be done by someone with administrator rights. This could be the administrator or the HAN Coordinator or a System Administrator (state).


ontact: History of Changes

Missouri Health Notification System
O ——— e R -

Home BRS{CTIEN Messages (3) Organizations Documents  Recipients  Administration

denify Contact AMiEtion Account SeRings

PRINT VIEW =

PIN

Secret PIN: =

Email

Primary Email Address | W History of Changes

Contact Method 1-50f 5

Editor Field Old Value Hew \Value Time v
Contact Method 1 )

Wood, Stacey email Andrea. Armetrong@heath.mo.gov Andrea Armetrong@sema.dps.mo.gov 0911 3/2013 01:44:44 PN CDT
Contsct Method 1: Wood, Stacey notification_pin i e 04/02/2013 02:45:03 PM CDT

Wood, Stacey confirm_notification_pin i e 04/02/2013 02:45:03 PM CDT
Number to Attempt:

Wood, Stacey contact_method_list_id —no value— Mokile Phone 04/02/2013 02:45:03 PM CDT
Contact Method 2 Wood, Stacey contact_number —no valug— 338-250-5806 04/02/2013 02:45:03 PM COT
Contact Method 2:
Mumber to Attempt:

1-50f5

* History of Changes



Presenter
Presentation Notes
Systems keeps track of changes.


Affiliation

‘Weloome, Andrea Ammsirong (Log Oud)

Missouri Heal otification System

Walcome, Andrea Armstrong (Log Dul

e -
Hom

e WA Messages (B) Organizations Documents Recipients  Administration

U 'Rl Messages (B) Ot
Mently Contact Affllation Account Sefiings
idenily Comtact Affillatlon Account SeSings

Afaton |

RESUEED (%
Edit information Aﬂ-"iatinn
HAN Roles H&M Roles

HAM Roles

* Please select the roles you have held from the list below:
Organization Types Ambulsnce Services Managsr .
Animal Control Director : El
BT Coordinator
Behavioral Health Crirector IE

Border Health Director

HAM Organizations

HAM Crganizations

Crganization Types
HAMN Organization

Other * Please select the organizations you are affiliated with from the list below:

Academic/Fessarch Organization

COC All Campuses =
CDC Fied Arraps,l;;::aa %

Clinic

Clinical Professional Onganization {such 3= AMA)

HAN Crganizations

* Please select the Local Public Health Agency county/jurisdiction in which you work. |f you are 3 state govemnment employes or have 3 statewide public health
role, please select the Departmeant of Haalth and Senior Services as this is the entity from which you will receive your heslth slerts:

n

Academic/Research Organization
COC All Campuses El
CDOC Figld Assignes

Ciinic -

Clinic:al Professional Organization {such 3= AMA)

» History of Changes

 Cancel ||| Save Changes H/é)

29


Presenter
Presentation Notes
This function might not be available to you due to the configuration of your system – may only be available to System Coordinators (STATE/ERC staff)

To modify or add new HAN roles, click “Edit Information”  button and use the Back and Forward arrows to make your selection. When finished, click Save Changes to update the profile with the new information.

The System automatically keeps track of all changes made to your Membership page. To see the changes log, click on History of Changes.


Account Settings

Missouri Health Notification System

Welcome, Andrea Armstrong (Log Cul) TEST :e-r.erl Z2anzh E

Home BIVEYGIN Messages (3) Organizations Documents Recipients Administration

Identity Contact Affilistion) Account Settings

REQUIRED ()

Account Settings

Account Status

* Do you want your account to be active or
inactive?

Inactive - our £ 55EM3

Alers

System Role

€ Your current System Fole. To be assigned fo a different System Role, please contact your system administrator.

Current Syztem Role: System Coordinator
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Presentation Notes
To access your account settings page, go to My Profile: Account Settings

Every user account in the system has a status that determines how the account can be used. These statuses are explained below: 
Active Account is one that has access to the system and can receive and review messages.
Inactive account can be reactivated to be used in another location.
Closed accounts, should only be used when someone is no longer apart of a LPHA or other Health Care organization that might need access to they system.













Account Settings: Edit Options

Usernams

Wk ¥ourcument usemame forthls account
Current Usemame:

* Mew Usaemame:

Passward

armsta

T czpTETE LT S EOBED 2@ U CAmEoiens mng
BT zpmes tzeiEs nopsan AITETESE SpEsies
clce SpAETUTNE (&-T, C-E1 anT b pymioE T

- T _ LssTETaz et ZEDs matafia

* Type Current Password:
* Type Mew Passwaord:

* Confirm New Password:

Secret Question and Answer

4 Lis= the form below io Changs pour passwon Flaags nots that the Cument o and nEi musthe g

x Pasgword must be T characters or longsr

® Password must contaln a numbsr

x Paseword must contain 2 spactal charactar

w Pasgword must contain uppercess lettar

x Paseword must not be based on a dictionary word

x Paseword must contain at least 5 diffarant charscters

w Confirmation paeswerd must match

* Secret Question:

* Secret Answer:

Dizplay Preferences

Sslect w

4 Uis= the form below io changs pour sec=tgusstian and answer This queastan and answer wdll be ussd jo smoover 2 oSt password

*\When displaying result ssts, how many results
per page would you like to view?

4 Lis= the Somm helow i St how many meults will he disalayed in tahies

M M
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Presentation Notes
Continuation of last slide.
This is the section of what can be changed.  This is based on your system authority. 


HAN Standard Permission Matrix
Home and My Profile

System Local

Coordinator Administrator

Home X X X

My Profile X X X

X = Access Allowed
O= Access is based on the user View Permission
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Presentation Notes
HAN Permissions matrix helps you see what and who can make changes in the system.  FYI: “Local Administrator” and the HAN Coordinator have the same rights for making changes to accounts,   (deleted).  “System Coordinator” refers to the State level (ERC staff) permissions.


HAN Standard Permission Matrix

Messages

System

. Local Administrator
Coordinator

Inbox X X X
Sent Items X X X
Drafts X X X
Compose a message X X X

Compose a notification

Add Internal Message Attachments

X X
Send Voice and Email messages X X
X X
X X

Upload Audio Message

Enter a Call Bridge Number in

Response Options X X
Create Templates X X
Use Templates X X
View Templates o) o)

X = Access Allowed
O= Access is based on the user View Permission
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Presentation Notes
HAN Permissions matrix helps you see what and who can make changes in the system.  FYI: “Local Administrator” and the HAN Coordinator have the same rights for making changes to accounts,   (deleted).  “System Coordinator” refers to the State level (ERC staff) permissions.



HAN Standard Permission Matrix
Organizations and Document Library

System Local

Coordinator Administrator

My Organizations X X

All Organizations

My Documents

All Documents

O|O0 | xX|0O
O|0 | xX|0O|Xx

Document Search

View Unaffiliated Users

X | X | X [ X | X [ X

Retire Organizations

X = Access Allowed
O= Access is based on the user View Permission



HAN Standard Permission Matrix

Users
System Local
Coordinator Administrator

Search for Users X X
Quick Search Bar at the

Top X X
Register Users X X
Manage Groups X 0
Create Groups X 0
View Groups X 0
Change User Name X 0]
Edit User Profile X @)
Eii?:lame/ Password X O

X = Access Allowed

O= Access is based on the user View Permission
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Presentation Notes
There may be some confusion, but  to clarify, the System Coordinator—State ERC staff—can make changes that you may not be able to make at the local level.  If you are a Local Administrator/HAN Coordinator and attempt to make a change to a user’s account, but experience a problem, it meals that you should contact the ERC for assistance with that change.


HAN Standard Permission Matrix

Administration
System Local
Coordinator  Administrator
Reports and Logs X X
Accounts X X
Export X X
Integrations X

X = Access Allowed
O= Access is based on the user View Permission


Presenter
Presentation Notes
 O doesn't mean you can’t do something, it means it depends on how the system is set up at the state level


HAN Standard Permission Matrix
Miscellaneous (1 of 2)

System Local

Coordinator Administrator

Change / Set User Roles

User X X
C

all Center ' X X
Representative
Local Administrators X
Regional Administrators X
System Coordinators

X = Access Allowed
O= Access is based on the user View Permission
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Presentation Notes
 O doesn't mean you can’t do something, it means it depends on how the system is set up at the state level


HAN Standard Permission Matrix

Miscellaneous (2 of 2)

System Local

Coordinator Administrator

Search Result Actions

Sent Message X @)
Add to Existing Group X 0]
Add to New Group X 0]
Export as CSV X )

X = Access Allowed
O= Access is based on the user View Permission

38


Presenter
Presentation Notes
There may be some confusion, but  to clarify, the System Coordinator—State ERC staff—can make changes that you may not be able to make at the local level.  If you are a Local Administrator/HAN Coordinator and attempt to make a change to a user’s account, but experience a problem, it meals that you should contact the ERC for assistance with that change.

Copied from slide 26.  O doesn't mean you can’t do something, it means it depends on how the system is set up at the state level.


MODULE Il.a

Edit Options

eOrganization information



Organizations

 The My Organizations tab allows you to view
only the organizations that you most frequently
use.

Missouri Health Notification System
S ——— e E— -

Home My Profile Messages (2} BOLLEGTFHGLEE Documents | Recipients  Administration

My Organizations All Organizstions

PFRINT VIEW =

My Organizations

sort By DHsplay Fittsr
|Dr|:|aniLatinn | | Organizations that |- | Belong To [ ] Status: |AII [ |
0-0 of 0
Crrganization Status
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Presentation Notes
Organization tab allows the HAN Coordinator and the LPHA Administrator to view the people in their local group/facility and make changes as necessary.


Viewing Organizations

Waloome, Apdrsa A mmstrong (Log Ol [ oo Cerer

Home My Profile Messages (2) BOCEGTFEUGLEE Documents | Recipients  Administration

My Organizations All Organizations

PRINT WVIEW =

My Organizations

sort By Dispizy Fitar
|Druaniuﬁnn | =] Organzations that 17| Belong To | --‘| Statusf Al .
(| Croanization D | | Belong To ] 1Al
Marage Acoepied 00 of D
i i Pending
Organization 5 Rz
Ressarcing
‘WEndrawn

o Use display filters to change how the
organizations are displayed on your page
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Presentation Notes
Use the display filters to change how you organizations are displayed on your page, this allows you to customize what information you want displayed.



All Organizations

Missouri H Notificatio

‘Welcome, Andrea Armstrong (Log Qut) E Help Center

Home My Profile Messages (2) B p=ELrGnv a8 Documents | Recipients  Administration

My Organizations  All Organizations

PRINT VIEW iy

All Organizations

@ Add Top-Level Organization

Adair County Health Department

# A& Adair County Health Department|| ' 2zsaboen B s Dashboard
# 1% Andrew County Heatth Department - Rzsanees 2 pe . .

Network Details ) Contact Administrators
# A% Atchizon County Health Department ' asmboerd L P Administrators r | Desmiption:

# A& Audrain County Health Department * Qxsmsosy fas Ham

Acoess Levels

¥ A% Barry County Health Department  ~ 2zzicos @ am Reports v

# A& Barton County Health Department > Zzsanoe L

# A% Batez County Health Center -+ zsaooes L Members Go to Vembars
# A% Benton County Health Department ' Sasnboerd o s Status Homber

# A% Bolinger County Health Center * 2zsmboed L Acoepted 5 Acospied

# A% Butler County Health Department ' 2zsnocer Az Rejected 2Reizctd

# A& Caldwell County Health Department ' Zasabosd Baw

# A% Calaway County Health Department ' 2zsanoen L

# A% Camden County Health Department ' Dasnpoerd L P

# A& Cape Girardeau County Public Health Center +' 2asnieerd L
# A% Carroll County Health Department *' 2zsuzesr $ s

® A% Carter County Health Center ' Dasmnoey ¥ am

# 1% Cazs County Health Department ' Sasoeoend L
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Presentation Notes
The All Organization tab displays all organizations that exist in the system and the relations between them.
Tip: By selecting an organization you can see its preview on the right.

Click the Dashboard link to go directly to the organization’s dashboard page


Creating an Organization

Missouri He Notification System
Welcoms, Andrea Armstrong (Log Cut) DHalp Center

Home My Profile Messages (2) RepELrs T8 Documents | Recipients  Administration

My Organizatiocns Al Organizations

PRINT VIEW =5

All Organizations

& Add Tep-Level Organization

Create Organization

# A% Adair County Heatth Department .+ Dasnposeg o o

# 1% Andrew County Health Department ' Sasneeerd L

# A& Atchizon County Health Department ) Qasnseey @2 Warning

DOetails below show where this ocrganization is about to be placed.
To change the organization’s parent crganization, didk Cancel
# A% Barry County Health Department = Sesnecerd L Er and select a new parent organization.

# A% Audrain County Health Department -+ 2astooed L

# A& Barton County Health Department ' Qasnoosd R

® 1% Bates County Health Center 7 asaoosy 80 Detailz
[# A% Benton County Health Department *' Dasnsoerd L

i o ey 4 A
+ A& Bolinger County Health Center System > Adair County Health Depariment

® A& Butler County Health Department ' 2zeaeozeg 80 ang

& A% Caldwell County Health Department ' Desnoomd P

# 1% Callaway County Health Department .+ aznposn LT

# A% Camden County Health Department = Dxsnooer L

# A% Cape Girardeau County Public Health Center ' Qasnocerd LT Create | Create and Add Details

[# A% Carroll County Health Department ' 2asnposg L
# A% Carter County Health Center ' Qzsnposn s

# L% Cass County Health Department ' Qasnsosnd L EE


Presenter
Presentation Notes
In the window that opens, provide the name of the organization

Click Create to create the organization and return to the All Organizations page
Click Create and Add Details to provide organization details
Note: all top-level organizations share a common parent called System

To create a sub-organization within a parent: 
Go to All Organizations
Locate a desired parent organization and click next to it
Then follow the steps for creating an organization.



Edit Organization Detalls

Missouri Hea
‘Welcome, Andrea Armstrong {Log Cut) D Help Center

Home My Profile Messages (2) BYpsLrsILO L Documents | Recipients  Administration

My Crganizaticns All Organizations

PRINT VIEW

All Organizations

@ Add Top-Level Organization

# A% Adair County Health Department] ' Dasnposd - a

Cument Ficture:

# 1% Andrew County Health Department ' 2ssnsosrg L

# A% Atchizon County Health Department  * Zzsnpcey 40 s 4

Change Picture:

# A% Audrain County Health Department *'Qasboend L

# A& Barry County Health Department ' 2asnsasrg L ER [uploza]
# L% Barton County Health Department . Qasnpoen L Contact Information
Email Addrass:
# A% Bates County Health Center ' Rzsnsee LR e ‘Se‘m - |
@ A& Benton County Health Department 7 pesnosery 40 200 [ — I |
# A% Bolinger County Health Center ' Sxsmooma @ ags Aadrass Lins 10 1
® A% Butler County Health Department © 2sssesy @ sz "d:ﬁﬁ e %
& A% Caldwell County Heatth Department = 2asnooeg P o State:
® 1% Callaway County Health Department © Zasnpoed 82 County: = #]
Zip Code ]

# A& Camden County Health Department ' Zasnposg P asy

) View Change Log
# A% Cape Girardeau County Public Health Center ' Rasneesed W a

# A% Carroll County Healtth Department ' 2=zmbosed L
Cancel Save

® A% Carter County Health Center ' Sesnscerg 2

# 1% Cass County Health Department ' 2asneoe L

*Not all users have sufficient permissions to perform this task


Presenter
Presentation Notes
In All Organizations click on the Dashboard link next to the desired organization

Click the Details tab

Click on the Edit link

Edit the organization information

Click Save to update the organization with new information


Managing Organization Members

Adair County Health Department

Adair County Health Department

Dashboard

Dratsils

MNetwaork

Administrators

@ Users may only join 2 Imited number of organizations. They cannof be accepied info new organzations if they have excesded the

sct Administrators

Members
[Limit.
& Add Members *) View Change Log
Sort By Display Filter
|Hame |'| Status: Ann&i&d
O Chad: Al = |
Mame A . Status Access
D&y, Raren
O g5 ke Base Use
Elessing
[ | nted B U
O Stewart "+ Ao Lz ase -4
m C-:_ffﬂ.ﬁ —— =] Base Lse
LeBargn, Jim ..
= nted Administ
E =] Acoe ﬂ
Stewart, Ron L
=] nted Administ
] = Acoe ﬂ
Select an Action:| Select V| Submit Action

*Not all users have sufficient permissions to perform this task

O chedk a1l = |
B Stam, Jody B
E STARR, M

1-5 of 5

Cancel

I Add Recipients

. Search Center 2]

1-2 of 2

Mo

Mo
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Presentation Notes
To manage organization members you will go to All Organizations, click on the desired Dashboard link and click Go to Members link

Click Add Members 

Enter a user’s name or part of the name into the search field and click Search

From the search results, select users

Click Add Users

After you add users to an organization, their membership status is automatically set to Accepted


Approving or Rejecting Org. Member

Members

€ Users may only join a limited number of organizations. They cannot be accepted into new organizations if they have exceeded the limit

P Add Members ;E-:o View Change Log

Sort By Display Filter
|Name | v | Status: | Pending | v |
| ] Check All | v | 1-1 of 1
Name A Status Access Level HAN Roles
O Harmison, Joan |Pending | v | Emergency Preparedness C._..
=
Accepted
Pending
Rejected

Researching
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Presentation Notes
Approving or Rejecting a member within your organization.  
As you can see we show a Pending member.
Choose Pending this will show you who is pending, and you have options here to make this person’s status Accepted, Pending, Rejected or Researching.  You only want to use rejected if you are sure the person should not be part of your organization.


Adding Members to Access Levels

dair Coun ealth Department

LY Adair County Health Department

Detaits

Metwork | Dashbosnd itrators

Administ | Details Access Level Baze Uzer
sbcmber Metwark & Add bere Add Members to Access Level
i Administrators Chedt Al
Access | e D H & Select from the members lisied below. Only members accepied info the organization appear in this st
Members Name
Reports
0 Bemy, Karen [ check A1l 150f5
hecess Levels ~
[0 Blessing, Stewart 4| Bemy, Karen Acosss Level: Base User
Reports
O BGuffey, Lo
E Blessing, Stewart Acoess Level: Base User
O Guffey, Lori Acoess Level: Base User
E LeBarcn, Jim Acoess Level: Administrator
O Stewart, Ron Acoess Level: Administrator
1-5of &
!
setecton Acton[seea ] [submitrction] [ - - |- e

*Not all users have sufficient permissions to perform this task


Presenter
Presentation Notes
Access Levels are permission sets that allow members to perform different tasks within an organization.  By assigning organization members to access levels, you determine the information they can see and actions they are allowed to perform.

It is important to note that access levels are not system roles.  Permissions given to users by access levels do not apply to any module other than Organizations.

Members must first be added to an organization before they can be added to an access level.  The members are first assigned to the default access level, but they can be reassigned if necessary using the instructions below.

Go to All Organizations
�Click on the desired dashboard and click on the Access Levels tab

Click the #Members in the Members column

On the page that opens, click Add Members

Select the members you want to add

Click Add


Adding Multiple Members to Access Levels
at the Same Time

Dashboard
Cetsils
MNetwaork
Administrators
Members
Access Levels

Reports

Home My Profile Messages Mol¢Eulr£i 0 Documents Recipients Administration

My Organizations Al Organizations

<< Back to All Organizations

st Admrinistrators
PRINT VIEW ==

Adair County Health Department

Dashboard

Details
Network
Administrators
Members
Access Levels

Reports

Success
1 member has been assigned to the Access Level of Administrator

Members

Go to Members
@ Users may only join a limited number of organizations. They cannat be accepted into new organizations if they have exceeded the imit

& Add Members @ View Change Lo

Sort By Display Filter

Stafus: | Accepted x]

[=N

(=N

*Not all users have sufficient permissions to perform this task
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Presentation Notes
Members must first be added to an organization before they can be added to an access level.  The members are first assigned to the default access level, but they can be reassigned if necessary using the instructions below.

Go to All Organizations
�Click on the desired dashboard and click on the Access Levels tab

Click the #Members in the Members column

Select check boxes next to the user names

From the Action Drop Down menu in the lower left corner of the page, select Set Access Level

Click the Submit Action button

In the window that opens, select the desired access level from the drop-down list

Click Assign Access Level


Joining an Organization

Missouri Heall Missouri Health Notification System

Welcome, Andrea Ammstrong (Log Ou)

[l Feip Center | szanon H

Welcome, Andrea Armestrong (Log Ol
Home My Profile Messages (2) BeGEGFEGGEN Documents  Recipients  Administration

Home My Profile Messages (2 LTl sieaii ST en et =

All Crganizations | bl
All Organizations

% Add Top-Level Organization

My Organizations _
H I¢ Adair County Health Department |- S L]

I " s . ; -]
eart Eﬂ_ll' # It Andrew County Health Department e

| Crrgan”
<< Back to All Organizations PRINT VIEW 5§

o Department of Health and Senior Services (DHSS)
rgs

Dashboard

Details
Network Deta“s ’T‘. Contact Administrators

Administrators Description: ~ Missouri Department of Health and Senior Services.

Members

Access Levels

Reports

Members Go to Members
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Presentation Notes
Go to Organizations: All Organizations

Select an Organization by clicking its name. Organization preview appears on the right

Click Join button in the preview section. Your membership request is sent to the organization administer.

Note: If the Join button is not available, you might not have permissions to join the organization or you may have exceeded the limit of organizations you can join in this network.


Administration Tab (1 of 4)

Missouri Health Notification System

Welcome, Andrea Armstrong {Log Out)

[ Help Center | S=arch E

Home My Profile  Messages (2) Organizations Documents Recipients BT gk gty

Accounts Reports Export Integrations

REQUIRED (%)

Accounts

L’ Register Recipient

Account Infarmation
& Creating an sccount iz the first ztep in the Mizzoun Health Notification Sy=tem (MO-HNS) regiztration procesz. You will use your sccount uzemame and password each fime you

log into Mizeouwn Health Notfificaiion Sy=tem [IMO-HNS).

* Username:

lza=t =ix (8)
conizin spaces.
able characiers ik 2 alphanLNmern
9} and the =symbols &, . and _

Usemames are not cass sensitive.

usemame muWst be 3l

]
haraciers long and cann

* Passwaord: | | * Password must be 7 characters or longer
*® Password must contain a number
| | * Password must contain a special character
* Password must contain uppercase letter
* Confirmation password must match

* Confirm Password:

System Role

4 Esch System Role designation sllows s different level of sccezs within the sysfem. The most common Sysfem Role dezignation of Recipient allows an individual sccess fo their
perzonal information and emergency information specific to them. Az an adminiztrator there are seversl levelz of scecess within the sy=fem ranging from limited messsging sccess

to full zite sccess.

* System Role:

Fecipient
Local Administrator
Regional Administrator



Presenter
Presentation Notes
The Administration Tab has four sections in it that help an Administrator or HAN Coordinator add new members, view system reports, export information, and  view the Integrations of PHIN Cascade information for your system (this section is not used by Missouri at this time.)

Accounts is the location where new employees are added into MO-HNS.  This page shows the fields that must be entered by use of the *.  Each person must be given a system role.  The most used role is Recipient.


Administration Tab (2 of 4)

Groups

) Select any groups that thiz recipient may be aszigned to upon regisfration.

Group Affiliation:

1-4 Test Group Level 1
28-MOHMS-DirectorDeputy Directar
FFMOHMS-DHSS

ALG 25, 2010 SEQC Staff Assembly
All DHESS Staff

Tl

[=>]
(=]

4

Mame

4 Fleaze enter your full name below.

Prefix:

* First Mame:
Middle Mame:
* |ast Mame:

Suffix:

Home Address Line 1:
Home Address Line 2:
City:

State:

County:

Lfip Code:

[ ]

Exampla D, Cal M Mrs, Ms

"

Example: Jr., 3r. MD., FAD. RN

| Select

| select



Presenter
Presentation Notes
Group Affiliation refers to the groups that the person belongs to.  The HAN Coordinators/Administrators will only have access to Groups they have created or been granted access to.

Again the fields that have an * must be filled to add the new person.  Other information is useful and  it is best practice to fill in as much information as you can.


Administration Tab (3 of 4)

Employment Infarmation

4 Plesze enter your current job fitle below.

Primary Employer:

[rnone, lagve blank

Joh Title:

Ifnans. legve hlank

PIr

4} The Secret PIN iz a four digit number required in the event we confact you with & health alert containing sensitive information.

* Secret PIN:

* Canfirm Secret PIM:

Email

4F Fleaze enter the email addresz which you prefer fo use fo receive communications about Health Alerz and other system related izsues. You may enter up fo three email
sddrezzez. In order to receive alerts, you must enter an email or a contact method.

Primary Email Address -

* Mew Email Address:

IF you have an emall acoount, i Is imparant i you S0 pravide s informatian. WIhou! jour arall adIress, you
may miss Inparant messages and nattfications. Fioass not that the Sysiom will Dot allow WD S0oounts with th
‘5ame amall 0dress. I jou o0 Aot have an amall 0TrEss Or your emall 3o0ress 15 Already reglEeed with the
SYSiEm J0u GaN leam more ahout obiaining & e amall addness by clicking hare

* Confirm Mew Email Address:

« Add Emall Addrass
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Presentation Notes
Under Employment Information it is not required to enter the Primary Employer, however it is still good information to have.  

Secret PIN is required, when I enter new people I use the same generic PIN, then when the new person goes into the system they can change their PIN to something they will remember.  My generic PIN is 1 2 3 4 .

A Primary Email Address is required for each new account, so if you have a generic email that more than one person uses, you will not be able to apply that email to more than one person.  


Administration Tab (4 of 4)

Contact Method

4 Flaase salact the contact method and amer the aumhar which pou arefer fo uss fo recehve communicatons ahout FHeatth Alarts and athar 5psiom mised Issues viou ma)y selsch un fo sy oifsret
cantact methads n orcter fo recaie alerts, ROl mUST anmar an amall or 3 conEer mamhod.

Contact Method 1

* Cantsct Mathod 1: |5,E,Ect vl

* MNumber to Attempt: | ” || |x| |

@ Ags s pcdher Copdeod Medtos

HAM Roles

* Plass= s=l=ct the noles you hawvs hald from the list balow:
Ambulsnce Services Mansgsr

Animal Control Director

BT Coardinator [ |
Be=hswioral Heslth Director

Border Health Director

¥

|

HAMN Crganizations

* Flease sslect the Local Public Health Agency countyfjunisdiction in which you work. |f you are a state govemmeant employes or have a statewide public heaslth
role, pleass s=lect the Department of Health and Ssnior Services as this is the entity from which youo will receive youwr health slerts:

Academic/Resssrch Organization

C DG All Campusss EI
CDC Field Assignes [ ]
Clindc

fillE

Clinicsl Professional Organizstion {swch a=s AMAY

Cwrganizations

dp Organirations epresant Gicial grosns that pou hgve SMiEtion with 35 3 MO HNS wsar CIck the 00 Crganizations Dok bakow o see 3 complets Lshofoganlzatons and salechthass pou want 5o
Jaln

& oo Organizations

Cancel | | 8ave & Register Ancther | | sawe |



Presenter
Presentation Notes
Each account must have a minimum of one Contact phone number.  Other numbers can be added as well.

Each person must be assigned a minimum of one HAN Role, but can be given more than one role.  This is the same with HAN Organizations.  

Organizations:  this is very important!  Adding the local Organization  is how you ensure you have access to your staff under the Organization Tab.

After entering the information it is most important to SAVE the information using the key at the bottom.  If entering multiple people you can use the SAVE & Register Another button


MODULE Il

Composing & Sending
Messages



General Messages: Viewing Mall

Missouri Health Notification System

Welcome, Andrea Anmstrong (Log Du) I reetp Center | Sarc a

Home My Profile BAUGEEEELAEIE Organizations  Documents | Recipients | Administration

All Inboxes  General Messages PHIM Direct

| | DHSS Health Advisory, pH1N1 Virus-Associated llinesses & MO Flu ... P
General Messages
Message Details
% Compose Date Sant: 12/26/2013 05:08 PM C5T
Sender: Missouri Health Notification System (MO-HN5)
Inbox - n Inbox
Subject: DHES Health Advisory, pH1N1 Virus-Azsociated |linesces &
Sent MO Flu Season, 12726/2013
" | O chec Al
D Chedc All n Messags: Attached is the DH55 Health Advisory dated 12/26/2043.
Bounced Sl Should you have any questions please contact the DHS5
|:| DHS55 Health Advisory, pH1H1 Wird Bureau of Communicable Disease Control and Prevention
Drafts : at ST3-751-6113 or the ERC at 800-382-0272.
[0 10/2/13 Health Guidance-Managemn .
Trash Submitted by:
[1 Hew Feature for Emergency Notific Sam Kemp, M.A., CP3, KBOGI
Templates

D5R Duty Officer

Emergency Response Center (ERC)

Office of Emergency Coordination

Missouri Department of Health & Senior Services
312 Wildwood Dr., PO Box 570

Jefferson City, MO 63102-0570

Phone: 373-326-3711, Facsimile: 573-326-8389

Email: DRM5@health.mo.gov

Results Per Fage:
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Presentation Notes
General Messages

All messages are displayed in the table of messages. To view an individual message, click it’s subject line in the table of messages. The page with the message details and content opens.


Compose a Message

Missouri Health Notification System

Welcome, Andrea Armstrong (Log Ou)

Home My Profile WA EERELIZAEIE Organizat | [ & Compose
All Inboxes  General Messages PHIN Direct Inbex
Sent
|| Bounced
General Messages Drafes
2 Trash
& Compose
Templates
Inbax .n Inbox
Sent ] Chedk All[ ]
Bounced Subject
Orafts [0 DHS5S Health A
[0 10:2/13 Health |
Trash
O Hew Feature fo
Templates

Compose

Mezzzge Details

General Messages

@ There Is 3 cost 3550cial0 with sanalng fHxes, ieisghans MES53QEs andir fed messages. You must have DHSS apanoval

Sslzct Templats:
Sender

#* Recipients:

External Recipients:

* Subject:

Long Messags:

e b

System W

=

Recipients

Import Contact List

Meszages will nobhe santio moialaals whoss aocounls am clossd

+CC External

Internal [ Emaill []Fax
Cannat gesak

the megcage Ig 5

56


Presenter
Presentation Notes
General Messages

All messages are displayed in the table of messages. To view an individual message, click it’s subject line in the table of messages. The page with the message details and content opens.


Compose a Message: Selecting Sender

+ Compose
Inboze Compose ek
Sent
WMes=zge Detsils
Baownced
4 There Is 3 costassaclaled with sanding faves fiaahans messages andar Bt messages You must have DHSS aporoval
Drafts
Sslect Template: | Nane d
Trash
Sander
Templates !
* Recipients:
Externzl Recipients: Import Contact List
Messages will not be sant fo moiplents whose acoounts ae clased
+CC External
* Subject: |
Long Message: Internal [] Email [JFax

Cannot dessiac
the message |5 s

| hacause 2 ooy of
mally i all mcinlents

20606080 Characters Remasining



Presenter
Presentation Notes
Messages can be sent from the System the Organization or  Myself.  Typically sent from the system.


Compose a Message: Add Recipients

General Messages

+ Compose
1
Inboac Compose ieo
Sent :
Wezzage Detsils
Bounced
4 There Is 3 costassocialed with sendlng fanes, felephons messages anddr lentmessages You must have DHSS approval
Drrafts
Select Template: | Mane w
Trash
Templates _

* Recipients: Add Recipients

External Recipients: Import Contact List

Search Center

@ AdminisTaiors Groups  Organiestions Roles

* Subject:

Long Meszsags:

o
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Presentation Notes
Add individuals, administrators, groups and organizations who should receive the message when the template is used. Note that you can only add organizations and groups you have permissions to message.

Typically the “System” is used as the sender, but there are other options.


Compose a Message: Add Recipients

General Messages

+ Compose
1
Inboac Compose ieo
Sent :
Wezzage Detsils
Bounced
4 There Is 3 costassocialed with sendlng fanes, felephons messages anddr lentmessages You must have DHSS approval
Drrafts
Select Template: | Mane w
Trash
Templates ¥
* Recipients: Add Recipients

External Recipients: Import Contact List

Import Contact List

* Subject:

Filz Details

Long Meszsags:

* Contact List MNams: | |

Import File

|| &nﬂse CEN Qimg only

& Downlosd Templste
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Presentation Notes
You do have to options to import a contact list.  To do so you will import the file and upload it to the message.


Message Detalls

Missouri Health Notification System

WWeloome, Andrea Armsireng (Log DU [P Tt E— E

Home My Profile AUEELREERSE Organizations Docuoments | Recipients  Administration

Allinboxes  Ganaral Messaes PHIM Direct

REQUIRED (¥
General Messages

+ Compose

| nbsoae Compose e
Sent
Mes=ssge Details
Bownoed
W There s 3 costassociaied with sanding faves, Risphons MessaQes andor |t messages o mushhave DHSS agoroval
Drafts
Select Template: | Maone Tl
Tras!
Templates ¥
#* Rlecipients: | Add Recipients |
External Recipients: | Import Contact List |

* External Recipients:

# Subject:
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Presentation Notes
See Note about the “COST”  The LPHA(you) must have prior approval from the State to send messages that cost.  To obtain this approval you will have to send an email to the DRMS email address and we/State will obtain approval.


Compose Message: Long Message

+ Compose
Inbax
Sent
Boumced
Drafts
Trash

Templstes

Compose

Mesz=age Details

=h

A Thare Is 3 cost assoclalg with sanalng faxss, ielephans messages anahr ixt messages. You must have DHSS approval

Belect Template:
Sender:
* Recipients:

Externzl Recipients:

* Subject:

| MNone e

Bystem o

i

Recipients

Import Contact List

Mezgages will not be s=ntio scinlents whose accounts am clased

+CC External

Internal [ Email [JFax

Cannat deszlact iniemal because a cogyaf
the message IS santintmmally io all eciplents

20600 Characters Remaining
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Presentation Notes
Long message: Specify whether you want the message delivered as an email or fax. Note that the Internal check box stays selected by default and ensures that recipients get a copy of the message internally.  Enter the message text, limited to 1000 characters.

Currently the ERC is not using FAX or TXT messages to telephones.


Compose Message: Short Message and

Adding Attachments

Voice Messags [JFhone [ Pager
‘™ No Recorded Message

| Update Recorded Message

Add Attachments

¥ Advanced Deliveny Options

* Delivery Delay:

Document 1

Add Attachments

Time this message is available for responss:
Validate Recipient:
Leave Mezsage:

Do not recontact if:

Mumbsr of times to contact:
Time betwesn each contact attemgpt:

Re=guest 3 responss?

Aay atachment sire of Q=g 4 ME

_[ Brrwsa

4 flie5 max)

Upload File
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Presentation Notes
Short message: Specify whether you want to send a short version of the message as a text or pager message. Selecting any of these check-boxes activates a message text field. If desired, enter the text that will appear in the message. Limit the message to the limited number of characters shown near the field.  

Click the add attachments button to select a file and attach it to the message. Click the Browse button and then select the document to attach. If you have access to the Documents Library module, select the Document Library option at the top and then select the document. 

Click Upload File to attach the file. A message can have no more than four attachments.

*Attachments can be in Word or PDF formats.


Compose Message: Voice Message

Short Message:

Voice Message:

¥ Advanced Delivery Options

* Deliveny Delay:

* Sand Time:

Priority:

Wezzage Deliveny:

Time this message is available for responss:
Validste Recipient:

Leave Message:

Dwo ot recontact if:

Number of times to contact:
Time betwesn each contact attempt:

Reguest 3 responss?

[ Text Meszags

O Phone [ Pager

| Update Recorded Message J

Add Attachments

Add Attachments

S-RNLELE  Documsant Librany

Document 1

| |[ Browse... |
Max atiachment size of files: § ME

# Add Attachment (4 files max)

(5 Yes

' Upload File
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Presentation Notes
Voice message: a voice message is a voice version of the long message and is what is frequently used by DHSS-ERC. You can record your own message, upload an audio file or provide message text that is converted to a recording using the text-to-speech technology. Voice messages are delivered to the recipient’s provided phone numbers.


Advanced Delivery Options

¥ Advanced Delivery Options

P— g

* Deliveny Delay: l
* Sand Time: l

Friority:

Weszage Deliveny: ]

Time this message is available for responss:

Validate Recipient: ]

Leave Massage: l

Do not recontact if: |

Number of times to contact: ]

Time betwesn each contact attempt: ]

Reguest 3 responsse’? ]

* Delivery Delay:

-

Priority:

5

i<
—1

]: Nonﬁal 2

Message Delivery:

Escalation [+ |

|Blast ]

£

Response Options

& Add Response Oplion

b
=
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Presentation Notes
Delivery Delay: 
Indicate how many minutes to delay sending the message to multiple devices.

Send time: Specify whether you want to send the message immediately or delay the message delivery until a certain time.

Priority: Sets the message priority.

Message Delivery. Select between Escalation and Blast options. If you select the escalation option, the system consecutively sends the message to the recipient’s contact numbers in order of their priority.  If you select the blast option, the system simultaneously sends the message to all contact numbers specified by the recipient. In addition, the recipient receives a copy as an internal message.

Time message is available for response: the time you choose will depend on your reason for sending the message.  If you are doing a recall you may make this a short time so you can quickly determine who is available to respond.

Validate Recipient:  allows you to verify the correct person is getting the message.

Leave message: lets you decide if you would like to leave a message or not.  If you are leaving a message, you can choose wither or not you reconnect after leaving a message. This is done by choosing an option under Do not reconnect if:  ….

Number of times to contact is where you tell the system the number of times the system should contact the individual with a message.  

Related to the number of times to contact question is the Time between each contact attempt.  Here too you have multiple options of how long to wait to re-contact the person you are trying to reach.


Compose Message: Response Options

Response ﬂptiuns]
& E-- E":EE[:" :EI:[
Response Option Humber Opticn Text Call Bridge Number (if applicable) Delete
Response Option #1 |r.-ﬁaeage Reoshed. | [ ]| (| [ |
Templats
% Do you want to save this message as 3 template? (O Yes @ No
[ Cancel | | Preview and Test || Send |
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Presentation Notes
Response Options: 
Each response option is numbered, so when the recipients respond to the message, they can provide the number that corresponds to their response option. If a response is requested via email, the recipient can select one of the options and click the SUBMIT button in the body of the message. The system automatically sends the response back to the administrator.


It Message / Test Message

G [

‘Walcome, Andrea Amnstrong (Lop DUl

Home My Profile RUESELN AN Organizations Documents | Recipients  Administration

Allinboves  Ganeral Messages PHIN Direct

PRINT WVIEW =

General Messages

+ Compose
Inbos B -t [Edit Meszage || Test Meszage | b 3
Sant
¥ Mes=sage Details
Beounced
Sender: Missouri Health Motification System [MO-HN 5}
Drraft:
e Recipients: Total Recipients: 1 | Totsl Externs] Recipients: O
Tras!
Subject: test
Templates .
Wesssge Types: Email
Long Message: Testing MO-HN S system

¥ Advanced Delivery Options

Text Delivery Delay: 0 minutes
Send Time: Immediately
Maszags Deliveny: Escalation
Time this message is available for response: & hours
Walidst= Recipient: Yes

Lesve Wesssge: Yes

Mumbsr of times to contact: 2

Time betwssn esch contact attempt: 10 minutes
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Presentation Notes
Testing a message is a great tool the system has available.  This is to allow the sender to review the message prior to sending out to the designated recipients.  By sending the “test” message to yourself, you get to see/hear what the message will be prior to sending it out.


Message Statistics

Walnmme, Andnea A rmsdrong (Log DUl [ a0 Cerer

Home My Profile BUEA=GSAPdR Organizations Documents | Recipients  Administration

All inboees  Ganaral Messafes FPHIN Dinect

FRINT WVIEW =

General Messages

+ Compose
Inbax B test » =} 7
Sent
Message Summarny
Bouwnced
Dste Sent: 12/30/2013 12:51 FM CST
Dirafts
Trsh Created By Andrea Armstrong
Templates Status: Updating...
¥ Recipient Statistics
Recipient Group Call Bridge Phone Number Total Percent
Mes=age Ressived. 1] 1]
Meszzage Deliversd, Mo Responzs —— 1] 0
Celiveny Failed - 1] 1]
Total - 1 100

- \
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Presentation Notes
Recipient Statistics: shows the totals and percentages for each response option, as well as recipients that did not submit a response or were not contacted. This information can be used to help you keep track of the responses you received and the overall response dynamics.

Delivery Statistics: Shows the total for each type of message that was delivered, responded to, did not receive a response or failed to reach its destination.


Delivery Status

¥ Deliveny Statistics

Delivery Method Delivered  Delivered/Responded Delivered/Mo Response Delivered Failed

¥ Advanced Delivery Options

Internal 1] 4] 1] 4]
Phaone 1] 4] 1] 4]
Pager i} 1] )] 1]
Fax 1] 4] 1] 4]
Tesxt Message 1] 1] 1] 1]
Email 1] 4] 1] 4]
¥ Masssge Details

Sender: Missouri Health Notification System [MO-HHN5)

Recipients: Total Recipients: 1 | Total External Recipisnts: O

Subject: test

Massage Types: Email

Long Messsge: Testing MO-HN S system

Text Deliveny Delay:
Sand Time:
Maszage Deliveny:

Validate Recipient:
Leswve Massage:
Mumbser of times to contact:

Time betwssn =ach contact sttempt:

Time thiz message iz available for responss:

0 minutes
Immediately
Escalation
& hours

Yes

Yes

2

10 minutes
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Presentation Notes
You can see who has the message and who has not received it.


General Message: Display

Missouri Health Notification System

Waloome, Andrea Armstnong (Log Oul

Home My Profile fLESF0ENW N Organizations  Documents  Recipients Administration

Allnboees | Ganeral Messages PHIN Dinect

General Messages

+ Compose
Inibee - - Sent
Sent [ Check Alll = |
Bounced Subject
Drafts O test
Trazh
Templates

| Sent by Me | - |
Sent by Me
Sent by All Administrators
pl| Shared with Me

Dko 3

5] 12:55 PM |

11 of 1

Sslect an A:tk:ur: Submit Action

Results Per Pags:
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Presentation Notes
This is where you can review messages sent by other administrators if they have allowed 


General Message: Actions

Missouri Health Notification System
D ——— e N -

Home My Profile fLESF0ENW N Organizations  Documents  Recipients Administration

Allnboees | Ganeral Messages PHIN Dinect

General Messages

+ Compose

| nbeoce BB sent Display| 3ant by Ms [«]| =
Sent O Check Alll =] 1-1 of 1
Bounced Subject Sender Date ~ Trash
Dirsfte O test Wz 12:55 PM 1
Trazh
Templates

11 of 1

Results Per Pags:

Select an Action Select

Share Message
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Presentation Notes
You can share messages.



Message Summary

e E— - |

‘Welcome, Andnea Ammsirong (Log Ouh

Home My Profile BUSEEGTINRE Organizations Documents | Recipients  Administration

Allinboxes  General Messages PHIN Direct

& Compose
Inbezo K& test
Sent
Mezz3ge Summany

Bounced

~ Diate Sent:
Cirafts
Trazh Created By:
Templatez Status:

¥ Recipient Statistics

Recipient Group

Mezzsge Received.

WMezzsge Deliversd, Mo Responze
Delivery Failed

Total

® Delivery Statistics

¥ Meszage Details
Sender:

Recipients:

PRINT WVIEW =

General Messages

1203072013 12:35 PM C5T

Andrea Armstrong

Message Sent
Call Bridge Phone Number Total Percent
'] 1]
- 100
e ] 1]
- 100

R T e Y S e s v

Totsl Recipients: 1 | Totsl Externsl Recipients: O


Presenter
Presentation Notes
Under message summary you can click on Total Recipients and it will give you detailed information on who has received and who has not.


Delivery Methods

Internal Message:  The recipient will receive this message through the CORES account. In
addition, the system will send a notification about the new internal message
to the recipient’s primary email address*. Note that if multiple delivery
methods are selected, the recipient will not receive the email notification.

Email: This method ensures that the recipient gets the message through the
external email service.

Fax™: The recipient will get this message via fax.

Text Message™: This message will be delivered to the recipient’s cell phone as a text
message.

Pager: This message will be delivered to the pager number specified by the
recipient

Voice This message will be delivered as a voice mail to the primary phone number

Notification*: specified by the recipient.

Multiple Methods: This message will be delivered using more than one method.

*There is a cost associated with sending faxes, telephone messages and/or text messages. You must have DHSS approval

<
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Presentation Notes
Remember that some delivery methods have additional cost added to the message.  Also you will need to get approval from the State to use any of the methods of delivery that have an additional cost.


Message Templates

A message template can be used to quickly
send messages with common text and
properties without having to recreate the
message multiple times

* Along with the preset text, templates store
Information about the message delivery and
response options that are inherited by all
messages based on the template

 Templates are available to designated
administrators only; users without administrative
privileges cannot create, see or use templates
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Presentation Notes
Using templates make the jobs run smoother during an event or activation.


Pre-set Templates

+ Compose
Imbeooe Compose b
Sent
Mes=3ge Detsils
Bounced
4 There Is 3 pos! a550ciSied with sandlng fHxes, RIS0hone MESSAQEs Andir i MESSAQes. You mus! have DH3S aporal
Crafts
Select Templats: J
Trazh
o Sender: 2012 Earthquake ShakeOut
Temglates 2012 Gtaff Assembly Exercise
# Recipients: BioWatch EXERCISE Risk Commumnicat

BioWatch Jurisdictional Conference Cal

[ BioWatch Risk Communication Confers
BioWatch-EXERCISE Confarence Call

Biowatch Risk Communications Conf C.

CDC HAd 2014

i PHEE Heslth Advisory 2014 —
DHEE Health Alerts/Advisories

DSR SN5 Spring Breakout 2013 Activat

DSR SNS5 Spring Breakout 2013 Standbr :l

External Recipients:

—— —

* Subject: DSR/SEDC EMS Drill Template {Juhy 20
EMNS Changes
Long Messags: Finzl Staff Asssmbhy

JHealth Guidsnce

|LPHA Adrrin test 12-20-2012

LFHA DRILL - Sam

LPHA EME Drrill Template {Juby 2002}
LPHA ENS TEST Follow-up Survey 5-31
LPHA, drill

RAD ENS

RAD ENS Drill Templste {Juby 2012}

RALD Tzam Tast

SMS ENS Dl 8-7-2012 =
'SMNS ENS Dl 8-5-10 (glitch)

SMS ENS Drill Templste {Juby 2012}

‘5SMS Spring Breakout 2013 SN5-5tandbr
SMS Spring Breakout 2013-Activation =

To view available message templates, go to Messages: General Messages and
click the Templates tab
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Presentation Notes
To use a template that is already set up you click on select template.


Creating a New Template

e There are two ways to create a new template:
— Set up a template and save it
— Compose a message and save it as a template
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Template

* Do you want to save this message as atemplate? ) Yes

@ Mo

:

All Inboxes

4+ Compose

Inbox n- Templates

Sent f Create Template

Bounced L1 Check Al | = Bl B Create Template
Template P

Draftz

Trash Template Details

Templates

Sender:
* Template MName:

* \iewable By

Recipients:

External Recipients:

* Subject

QUIRED (%)

| Cancel || Preview and Test || Send |

Viewable by: [ Only Me | b | ".1
| Select v

Add Recipients

| Import Contact List |

Mezzsages will not be senf fo recipients whose sccounts are closed.

+CC External
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Presentation Notes
You can create a Template by going to the Template tab and then clicking on the Create Template button.  You will then enter your message information and at the bottom you will answer yes to the question “Do you want to save this message as a template?”


Editing Template Features

 When you create a template, you can specify
which system users can see and use the

template.

 The access to the template can be limited to
only you, organization administrators or system

administrators.

nn Create Template

Template Details

Sender: System w
* Template Mame:

* Viewahle By: Select L
Only Me
Recipients: Qnly Administratars in Organization
All Administrators of All Crganizations
External Recipients: Only System Coordinators
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Presentation Notes
To choose who can see and/or use the template.  To do this you use the Viewable By option.


MODULE IV

Reports Generation


Presenter
Presentation Notes
There are several Reports that are available in MO-HNS. 



View Reports

Weloome, Andrea Armestrong (Log OuT) B H=ip Cemer | Search H

Home My Profile Messages (2} ‘Organizations Documents Recipients T ail =t s=tilalyl

Accounts Reports BExport Integrations

Reports
& Reporis consist of sorfed information organized for specific adminisirative needs and purposes. Choose from the available reporis befow.
View Reportz and Logs

There are 4090 sctive accounts registered in this system.
There are 0 recipients cumrently logged in.

There is 1 administrator cumently logged in.
Sy=tem Reports

Logged In Recipients
Legged In Administrators

Recipient Reqgistration History

Report

Filter by Organizations: Choose Organizations

1-20of2
Name A . Role Login Time Last Active Time IP Address
Armstrong, Andrea Systern Coordinator 01/06/2014 03:07 PM CST 01/06/2014 03:48 PM CS5T 84.45.253.171
Wood, Stacey Systern Coordinator 01/08/2014 02:28 PM CST 01/06/201402:48 PM CST 168.188.80.191

Cads AAIVILY aeSpsalL

Counts by Acoess Lewvel

*Not all users have sufficient permissions to access the Reports tab. This screenshot may not reflect the reports viewed on your QJ

screen. ’
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Presentation Notes
It is important to note that not all users will have access to the Reports tab. This depends on the user’s access level permissions.  If you have access, the reports that appear are dependent on your system configuration.

To view reports for an organization: 

Go to Organization: All Organizations

Click on the desired “Dashboard” link

Click “Go to Details”

Click the “Reports” tab that takes you to the next page

Click a report name to view information for the organization.

Note: All system reports are located in Administration: Reports


Export a Report

e EXport options will appear in the upper right
corner of the opened report

B
| Legged In Administrators

Report Generated: 01/08/2014 02:42 PM expont csv Bl export por Ty || PRt view gy

=
EXPORT CSV ®.)  EXPORT POF )

e You can choose between Export CSV or
Export PDF

— Follow browser prompts to open or save the report

*You will need to have Adobe Reader installed on your computer to open reports in the .pdf format.


Presenter
Presentation Notes
CSV means Comma Separated Values
 
PDF means Portable Document Format


Print a Report

* The print view icon will appear in the upper right
corner of the opened report.

[}
| Logged In Administr.

Report Generated: 01/08/2014 02:48 FM exportcsv Bl export por T || prinT viEw dm

Login Time Last Active Time p‘HINT UIEW n
01/08/2014 02.07 PM CST 01/08/2014 02:48 PM CST

e Click on Print View and the report will open in a
new browser window. Use the browser print
function to print the report.
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Presentation Notes
To print a report go to the print view icon.  This will open the report in a new window, then use the browser print function to print the report.


Call if you need further assistance contact
the Emergency Operations Center (ERC) at:

800-392-0272 option 1
or
DRMS@health.mo.gov
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Presentation Notes
The training you have just viewed should give you a better understanding of MO-HNS.  If you have questions you can always contact the ERC  at the 800-392-0272 or send an email to DRMS@health.mo.gov.
Please let us know if we can be of further help.
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