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Confidentiality Pledge 
(Local Public Health Agency)
I have requested access to vital records information and/or patient abstract data for the public health practice/activities of the agency as described in the corresponding application. If granted access to Department of Health and Senior Services (DHSS) information and data, I agree to maintain the confidentiality of information that identifies individuals. 

I understand vital records data can only be released as authorized by statute and regulation, Sections 193.045, 193.245 and 193.255 and 19 CSR 10-10.090, as well as other applicable state and federal law.

I understand that my use of patient records provided by the DHSS is governed by Missouri state statute and regulation, Sections 192.067, 192.665 and 192.667 RSMo and 19 CFR 10-33.010.

I understand and agree that release of data from vital records and/or Patient Abstract System data by the DHSS is granted to an agency/institution for the sole purpose(s) described in the corresponding application.  

I will not use any patient abstract record or vital record information provided by the DHSS for purposes of contacting any patient, physician or provider, in person, by telephone, mail, or other means.

I understand that if the DHSS determines that, by either willful intent or negligence:
· data have been released to unauthorized persons,
· the identity of a patient, physician, or provider has been revealed to any unauthorized person, or
· data are being used in an unapproved manner,
DHSS will require that all data and other information provided to the Local Public Health Agency by DHSS be destroyed, and an Affidavit of Data Disposal be completed and submitted to DHSS. I will notify DHSS promptly upon becoming aware of a breach as defined by section 407.1500, RSMo, involving any data or information provided by DHSS. 

Penalties
Per Section 192.067(5), RSMo, “any … public health authority … who knowingly releases information which violates the provisions of this section shall be guilty of a class A misdemeanor and, upon conviction, shall be punished as provided by law.”

Section 193.315, RSMo, sets out acts in violation of vital records law that constitute crimes and the applicable penalties.  Section 193.255.4, RSMo, prohibits an agency receiving vital records information for a statistical or administrative purpose from making any other use of the information unless so authorized by the state registrar.  

The attorney general shall have exclusive authority to bring an action to obtain actual damages for a willful and knowing violation of 407.1500(1), RSMo and may seek a civil penalty not to exceed one hundred fifty thousand dollars per breach of the security of the system or series of breaches of a similar nature that are discovered in a single investigation.

Certification: 
This is to certify that I have read, understand, and agree to comply with the provisions of the Department’s policies described above. 
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