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The Department of Health & Senior Services (DHSS), Division of Senior and Disability Services (DSDS) routinely receives requests for a copy of the Adult Protective Services (APS) case record. APS records include all the official case record in Case Compass as well as those maintained in the Section for Adult Protective Services, including Central Registry Unit, the Special Investigations Unit (SIU) and the Protective Services Unit (PSU). Processes for redacting and releasing the APS case record are outline in this section. All APS records are confidential and released pursuant to 192.2435, RSMo.
I.  Receipt of Request 

Requests are most commonly received by DSDS via field staff/in regions, through Office of General Counsel, or through the APS Policy and Staff Development Unit. Requests must be made in writing either by mail, fax, email, or via the online form available for online submission to request DHSS records. Requestors of DSDS records may use this form but it is not required. The form is available on the DHSS website at the following link: https://health.mo.gov/about/sunshine-requests.php
II. Processing Requests

All record requests shall be processed through the APS Policy and Staff Development Unit. APS field staff, including PSU and SIU, shall forward all requests (including business record affidavit if it is required) to the unit via email at APSPolicy@health.mo.gov. Staff shall ensure that the original request, including any attachments such as releases or power of attorney/guardianship documents are included. The APS Policy and Staff Development Unit will respond to the email acknowledging receipt of the request. 
III. Establishing Authority
The APS Policy and Staff Development Unit will be responsible for ensuring the requestor has appropriate authority to receive the requested record. Requests are received from many different persons and entities. There will be occasions when DSDS does not release records to a person or entity because they are not authorized to receive the confidential information. 
A. Statute (192.2435 and 192.2505, RSMo.) allows examination and copying of reports by the entities listed below. These requests do not require consultation with OGC.
· DHSS or any person or agency designated by the department
· The Attorney General, to perform his or her constitutional or statutory duties
· The Department of Mental Health for persons referred to that department
· Any appropriate law enforcement agency, to perform its constitutional duties

· The eligible adult, his or her legal guardian, or any other person designated by the eligible adult
The victim/eligible adult is authorized to receive his/her own record by submitting a written request or by completing an Authorization for Disclosure of Consumer Medical/Health Information, located in the forms section of the APS manual. A personal representative of the victim/eligible adult may request records on behalf of a competent victim by submitting a record request including the authorization form above, signed by the victim/eligible adult.  
NOTE: Upon request, copies of an investigative report, which resulted in a person being placed on the Employment Disqualification List (EDL), shall be provided to the Division of Employment Security. These requests shall be directed to the department director’s designee.

B.  Record requests from Court Appointed Attorneys for Victim/Eligible Adult
· All requests, subpoenas and court orders for records are forwarded to OGC via the Office of General Counsel Case Management System.
· All requests, subpoenas, and court orders for records must be forwarded to OGC via the Office of General Counsel Case Management System if the alleged perpetrator’s attorney is requesting records on EDL cases that have been sent to OGC for placement on the EDL.

NOTE:  Request for records from court appointed attorneys do not need to be sent through OGC if the case was not filed by OGC. 
C. Other Requestors

Any requestor other than those listed above in subsection A is required to provide written documentation establishing his/her authority to make the request. Proof of authority can be provided with the following documentation:

· Guardianship letters with a request signed by the guardian

· A durable power of attorney (DPOA) for health care appointment form with a request signed by the attorney in fact.
· An agency other than those listed above in Subsection A may request records and the written request must be on a document containing the agency’s letterhead. 
D. Deceased Victim/Eligible Adult

If the victim is deceased, guardianships and DPOAs are no longer in effect; therefore, they must not be accepted for release of records. A court order is required for release of records in this case. Examples of satisfactory proof of authority include:

· Letters testamentary and the authorization and request signed by the personal representative.

· Letters of administration and the authorization and request signed by the personal representative.

· Order of probate court refusing letters and the authorization and request signed by the appropriate individual pursuant to Section 473.090.3, RSMo.

· Order of court appointing requestor the plaintiff ad litem pursuant to Section 537.021.0 (1), RSMo and the authorization and request signed by the plaintiff ad litem.

IV. Notification of Receipt – APS Policy and Staff Development Unit
The APS Policy and Staff Development Unit shall respond to the requestor within (3) business days of receipt. This response may be a phone call, email or mailed letter. 
Templates for written response are as follows:
· Acknowledging Receipt: 
The Missouri Department of Health and Senior Services’ Section for Adult Protective Services is in receipt of your request for records. 
· No further information needed to determine authorization:

I will research what, if any, records may exist and be available in response to your request. I will notify you within 45 days if there is no information available or provide you with the records, if possible, by that date. 

· If more information needed to determine authorization:

Under section 192.2435, 192.2500 and 192.2505 and HIPAA, the Department cannot disclose information about a specific individual without the individual’s Authorization.  Therefore, please have the individual reported adult or eligible adult, or his/her “personal representative” as defined by the HIPAA Privacy Rule, fill out and sign the enclosed HIPAA compliant Authorization form and return it to the Department.  If someone other than the individual will be signing the Authorization, please review the enclosed/attached Personal Representative Enclosure.  Once the Department receives the Authorization and any required attachments, the Department will determine what, if any, records may exist and be available in response to your request and notify you within 45 days if there is no information available or provide you with the information, if possible by that date.  
· Please note that a fee of $20.73 per hour of professional time for labor and $.10 per pate of records for the cost of fulfilling your request may be charged under section 610.026, RSMo. 

V. Redaction – APS Policy and Staff Development Unit
Once it is determined that requestor is authorized and a record is to be released, the record shall be thoroughly reviewed and redacted prior to release. If there are no responsive records to the request, skip to Section VI.
NOTE: Records for cases that are OPEN at the time of the request shall not be released until the investigation is concluded. However, appropriate law enforcement agencies can have access to ongoing records with OGC approval.  

A. The following information must be redacted from all records regardless of who is requesting the record:
Note: Release of a record to the Attorney General’s Office or the MMAC shall require the APCS to redact only the identifying reporter information and drug/alcohol treatment information.  

· Name and any other information that identifies the Reporter. The only exception to this, as directed by statute, is if the reporter agrees to the disclosure of his/her identity AND DSDS determines that it will prevent further abuse, neglect or exploitation (192.2435, RSMo).  This exception must be discussed with and approved by OGC.

· Any information on drug/alcohol treatment as directed by federal law (42 CFR 2) unless the individual has authorized disclosure of these records with the Authorization of Disclosure of Consumer Medical Health Information.
· Any communications and/or discussions regarding legal advice and counsel from OGC.  
NOTE:  After consulting with OGC, this information may sometimes be allowed to remain in a case record when the request is from the Attorney General’s Office or the Missouri Medicaid Audit and Compliance Unit.

· Referrals to a prosecutor or the Attorney General.

· Social Security Numbers, Departmental Client Numbers, and other protected information that may be included for all involved persons. Exceptions to this include when the person agrees to disclosure of their information; the department determines disclosure is necessary to prevent further abuse, neglect or financial exploitation or when forwarding a report of findings to a licensing authority; release is required to comply with a lawful subpoena; the Administrative Hearing Commission is reviewing a case in accordance with section 198.039, RSMo, and/or Children’s Division requests release for the purpose of licensure under Chapter 210, RSMo. 

· Prior reports and criminal background checks on the alleged perpetrator. Case.net information may remain.

· If any entity other than the victim, his/her legal guardian, or the victim’s personal representative is requesting the record(s), medical information must be redacted unless an Authorization for Disclosure of Consumer Medical Health Information form has been completed and signed by the victim.

Note: Contact OGC for assistance in determining what other information needs to be redacted if the request involves a subpoena or if there are concerns that the release of the identity of others in the report could be detrimental.
VI. Completion of the Request/Providing Records or Response – APS Policy and Staff  
Development Unit
Once records have been redacted or it has been determined that there are no responsive records, the APS Policy and Staff Development Unit shall provide a response to the requestor. The response may be by mail or email. If there are no records and a response is made by phone, a follow-up email is preferred. If the record(s) are emailed, the email shall be encrypted if outside the state email system. The response shall be made within 45 business days of the Notification or within 3 days business days if there was no Notification (See Section IV). The response template is below.
· The Department of Health and Senior Services’ Section for Adult Protective Services reviewed your request and (include whatever option is applicable below)
· We located records and they are enclosed/attached.

· We did not locate any responsive records that are in the possession of the Section for Adult Protective Services.

· We did not locate any responsive records that can be released at this time because records regarding ongoing investigations are not releasable until the report is closed.

· We did not locate any responsive records that can be released pursuant to either 45 CFR 164.502 or 45 CFR 164.524 of the HIPAA Privacy Rule. If you have any questions about this, you may contact the Department’s Privacy Officer.

In situations in which option (4) is selected, a copy of the letter shall be sent to the Division’s Privacy Officer in Central Office.  This option is utilized when:

· The record contains documentation that the personal representative may be the alleged perpetrator and release of the records could pose further the risk to the victim.

· A licensed medical professional has determined that releasing the records could place the victim at risk.
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