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The purpose of this policy is to outline the various ways a mobile device, including an employee’s personal mobile device(s), may be used for official state business and to set guidelines for such use.
State of Missouri Administrative Policy SP-3 titled “Wireless Telephone Equipment and Services Usage” states that “The State of Missouri discourages the use of personal wireless telephone service for business use on a daily basis.” However, Division of Senior and Disability Services recognizes that the use of personal devices may be necessary in the course of conducting department business.
Possible work utilizations of a mobile device are to make phone calls, text, taking pictures, and navigation. 

These uses of a mobile device may be necessary for an employee to efficiently and safely perform job duties. However, certain guidelines must be established to ensure that information is kept confidential and that the employee is efficiently performing job duties. 

1. Personal Identifying Information (PII)

Personal information regarding both clients and other employees shall not be transmitted via text message. Department employees are responsible for protecting confidential information and for ensuring that electronic information is reasonably protected against unauthorized access. If notifying a supervisor of after-hours work or changes in plans, employees shall refrain from using PII.
Related Policy 1706.20: Case Record Documentation and 1702.80: Confidentiality of Information
2. Personal Communications

If the device is used for personal or non–work related issues while the employee is working, such communications should be brief, infrequent and non-disruptive to state business in accordance with Administrative Policy 11.2: Personal Telecommunications. 

3. Caution

Employees shall be cautious when utilizing personal devices to directly contact eligible adults, alleged perpetrators/suspects, and/or witnesses for reasons such as directions and arrival times. Instead, the employee may contact a designated person at the office and have them contact the individual or establish other methods with their supervisor. This is for the protection of the employee as some individuals may use the employee’s personal phone numbers inappropriately. 
4. Taking Photos With a Mobile Device
Employees are discouraged from using personal devices to take work-related photos. Employees should be aware of confidentiality and the possibility of phones being seized as evidence. Employees should contact law enforcement if pictures are needed in order to preserve chain of evidence. State issued mobile devices may be used to take photographs if necessary. 
Memorandum History: APS18-05
Page 1 of 2                                                                                                                                        Effective:  05/18

