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SWEM Smart Card Reader-Writer

The SWEM Smart Card Reader-Writer application (SWEM-SC) handles the actual communications with the Smart
Card. SWEM-SC communicates with WIC Direct (through SWEM or WEM) to provide information read from the
Smart Card and receives instructions on information to be written to the Smart Card. SWEM-SC consists of a
service that resides on a workstation that has a connected Smart Card Reader/Writer device. The user interface
on the Smart Card Reader/Writer device is provided through a 2-line textual display and keypad. SWEM-SC is
primarily a passive application where activity is initiated by the insertion of a Smart Card into a Smart Card
Reader/Writer device.

What Does the Application Do?

When a Smart Card is inserted into the Smart Card Reader/Writer device, the Smart Card Reader/Writer device
reads the card number from the card and determines whether the card has been issued. When this process is
complete, a "Card Updated." message displays on the Smart Card Reader/Writer device. If the card has been
issued, then the Smart Card Reader/Writer device prompts the user for Personal Identification Number (PIN) and
the PIN is validated with the Smart Card.

At this point, SWEM-SC processes the transaction by interacting with WIC Direct. The card should not be
removed from Smart Card Reader/Writer device until the "Please Remove Card" message displays.

When all operations are finished, SWEM-SC requests one of two options:
"1-Request Update": SWEM-SC will repeat the process.

"2-Send Card Number": SWEM-SC will send the card number to a text box in the foreground application, if
applicable.

If the card number cannot be read, then SWEM-SC will ask the user (through the display on the Smart Card
Reader/Writer device) if the card was properly inserted. If the user confirms that the card was properly inserted,
then the Smart Card Reader/Writer device will ask the user if they want to report the card as damaged. If no,
then the application will return to the default state waiting for a card to be inserted. If yes, then the Smart Card
Reader/Writer device will prompt for entry of the card number. The card number must be entered twice for
validation purposes.

If WIC Direct responds with an error code for the card, then the SWEM-SC application will display the following
message: "Card Locked Contact Clinic".
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Install the cyberJack (Smart Card Reader/Writer device) Terminal Driver

Complete the following steps to install the cyberJack terminal driver:

B

1. Execute the Smart Card Reader/Writer device driver installer by right-clicking, and select Run as
Administrator. Grant administrator permissions when prompted.

2.  Select a language and click the Next button.

-
cyberJack Base Components - InstallShield Wizard =

German

W
Smart Card Reader/Writer device driver - InstallShield Wizard
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3. Click the Next button.

Welcome to the InstallShield Wizard for cyberlack Components

- R pos
d wall inztall oy

Smart Card Reader/Writer device driver - InstallShield Wizard
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4.  Select the I accept terms of the license agreement radio button and click the Next button.

License Agreement

Please rea g license agreement ca

Software-Lizenzvertrag

REIMER Katengerate GrmbH & Co. KG [REINER SCT) ist zur Erteilung einer Lizenz fur diese
Software rur unter der Voraussetzung bereit, dass Sie alle Bedingungen des vorliegenden
Lizenzvertrags akzeptieren. E= handelt sich hiertbel um einen rechtzgultioen Yerrag zwischen
Ihnen, dem Endanwender [juriztizche oder natisbche Person) und REIMER SCT [im
Folgenden "Wertrag™). Durch Mutzung der Software erklaren Sie sich mit den Bedingungen
des vortbegenden Vertrags einverstanden. Sind Sie mit den Bedingungen nicht
amerﬂmden, geben Sie die Software mit samibchem Zubehar in der Driginalveipackung mit

gsbeleq an lhren Handler zuriick. Des Kaudfpreis wird Ihnen dann zurickesstatiet.
Haben Sie die Software von einet REINER SCT Website hetuntergeladen, miissen Sie die
Mutzung det Software einstellzn und alle vorthandenen Kopien vemichten,

1. Lizenzgewahtung. REINER SCT und seine Lieferanten gewshren lhnen eine nicht-
exklusive Lizenz fur die Nutzung einer Kopie des Software-Programms und der Dokumentation
S oftweare"] auf nur einem Computer zusammen mit dem von [hnen ensarbenen REINER
SCT-Produkt Es werden keing weiteren Rechte gewahit. Die Software qilt als gemstzt,
wenn $ie in den permanenten oder temporaren Speicher des Computers geladen ist
szchiiefich zu Sicherungzzwecken konnen Sie eine Kopie der Software anfertigen. Ak
den Ddﬂ'ﬁéigan der Sicherungzkopie mussen samthche Copynght- und anderen Hrweeise
arﬂhden s:en, die die van REIMER SCT geiefate Sdlwa:e betreffen Dle instdahun auf

(I T O T

[ the icense agreement

mart Card Reader/Writer device driver - InstallShield Wizard
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5.  Select the cyberJack model and click the Next button.

cyberlack Base Components - InstallShield Wizard V.7.1.2 >

cyberlack model selection

The buttons indicate the ive plug for connecting to the PC.

Smart Card Reader/Writer device driver - InstallShield Wizard
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6.

Click the Next button.

Surmmary

Smart Card Reader/Writer device driver - InstallShield Wizard

‘fou have selected the device driver
for the

-

Please check again whether your
cyl:ueriack@’ madel corresponds
to one of the readers pictured.

If this is the case, click on
Mext” to continue with the
installation.




SWEM SMART CARD READER-WRITER

7.  Specify the destination folder if the preferred folder differs from the default folder displayed and click the
Next button.

mart Card Reader/Writer device driver - InstallShield Wizard
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8.  Click the Install button to begin the installation process.

cyberlack Base Components - InstallShield Wizard V.7.1.2

Ready to Install the Program
The v dy ko begin ine

tall to begin the installation.

¢ or change any of wour installation zet ick ick Cancel to et the

Smart Card Reader/Writer device driver - InstallShield Wizard
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9. The InstallShield Wizard installs the cyberJack terminal driver.

Setup Status

Smart Card Reader/Writer device driver - InstallShield Wizard
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10.

11.

12.

B

Once the cyberJack terminal driver installation process is complete, click the Finish button.

InstallSheld Wizard Complete

mart Card Reader/Writer device driver - InstallShield Wizard

Reboot the workstation to activate the cyberJack terminal driver.

Connect the Smart Card Reader/Writer device to the workstation and launch the cyberJack Device Manager
to verify the cyberJack terminal driver was installed successfully. If the correct cyberJack terminal driver was
not installed, allow the cyberJack Device Manager to update the driver.

10
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Install SWEM-SC

Complete the following steps to install SWEM-SC:

B

1. Execute the SWEM-SC installer and grant administrator permissions when prompted.

2. Click the Next button to begin the installation process.

SWEM-SC - InstallShield Wizard

Welcome to the Installshield Wizard for
SWEM-5C

The InstallShield(R) Wizard will install SWEM-5C on your
computer, To continue, dick Next.

WARNING: This program is protected by copyright law and
international freaties.

11
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3. Once the SWEM-SC installation process is complete, click the Finish button.

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed SWEM-SC.
Click Finish to exit the wizard.

SWEM-SC - InstallShield Wizard

12
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Host Service Configuration

After installation is complete, the following processes occur:

e A new SWEM-SC shortcut icon is added to the Windows Desktop.

¢ A new SPIRITOfflineHostService local service is added to Windows Services, and the new service
defaults to "Started" in the Status column on the Windows Services screen.

File | Action = View Help

e B Doz Bm > 80w
&4, Services (Local)
SpiritOfflineHostService Description Startup Type  Log On As

SpintOfflineHostService Sta Automatic Local System
7% SPP Notification Service Provides So... Manual Local Service
% SQL Full-text Filter Daemon Launche... Service to la... Manual NT Service\MSS(
S.-, SQL Server (MSSQLSERVER) Provides sto... Manual NT Service\MS55(
’.3,, SQL Server Agent (MSSQLSERVER) Executes jo... Manual NT Service\SQLS
i SQL Server Analysis Services (MSSQL... Supplies onl... Manual NT Service\M55(
':a, SQL Server Browser Provides 5Q... Automatic Local Service
:“ SQL Server Distributed Replay Client  One or mor... Manual NT Service\SQL ¢
% SQL Server Distributed Replay Contr... Provides tra... Manual NT Service\SQL ¢
% SQL Server Integration Services 11.0 Provides m... Automatic NT Sem‘ce\Mst
% SQL Server Reporting Services (MSS... Manages, e... Manual NT Service\Repo
% SQL Server VSS Writer Provides th...  Started Automatic Local System
£, SSDP Discovery Discovers n... Stated  Manual Local Service
74, Storage Service Enforces gr... Manual Local System

&[_Sgp_gigi_ch Maintains a... Started  Automatic Local Svstem
1 I . "

Stop the service
Restart the service

Extended /( Standa!&f

Windows Services screen

In the folder where the application was installed, an XML configuration file named
SoliSYSTEMS.SpiritOffline.Host.WinService.exe.config is stored.

13



SMART CARD USER GUIDE

Organize - oo Open -

I Favorites
B Desktop
& Downloads
2| Recent Places
Q@ wmeca
4 storage (sn001)

il Libraries
| ¥l Documents

@' Music

=] Pictures
(=l Subversion
B videos

1M Computer
&, Local Disk (C3)
Ca Local Disk (D)
4 Temp (SRV015)

87 SoliSYSTEMS.SpiritOffline.Host. WinService.exe
|_._I__}__SEI_i_S_YS'I'__E_I}_I_S_»:&iﬁﬂ)ﬁline.Hust.‘d'ﬁnSeﬂi:e.ua.r.unfig

~

[%] Microsoft.Practices.Unity.dll

%/ Microsoft.Practices.Unity.Interception.Configuration.dil
% Microsoft.Practices.Unity.Interception.dll
%] Microsoft.Practices.Unity.RegistrationByConvention.dll

%] NewtonsoftJson.dll

|2 SAMSecureKeys.xml

%, SoliSYSTEMS.SAM.JII

[%, SoliSYSTEMS.SAMAuth.dlI

(%) SoliSYSTEMS.SCReader.dil

Date modified
05/10/2015 09:37 a...

05/10/2015 09:37 a...
05/10/2015 09:37 a...
05/10/2015 09:37 a...
22/06/2015 11:06 a...
29/09/2016 05:02 ...
23/08/2016 03:48 ...
23/08/2016 03:48 ...
23/08/2016 03:48 ...
04/10/2016 11:22 a...
02/10/2016 06:51 ...

%) SoliSYSTEMS.Utils.dll
) SoliSYSTEMS.WICKeys.dll
) SoliSYSTEMS.WICReader.dll

[%| System.Met.Http.Formatting.dil

%] System.Web.Cors.dll
%] System.Web.Http.Cors.dll
%, System.Web.Hitp.dll

Appl
XML

23/08/2016 03:48 ...
23/08/2016 03:48 ...
23/08/2016 03:48 ...
28/01/2015 0402 a...
23/08/2016 03:48 ..
28/01/2015 04:03 a...
28/01/2015 04:02 a...

Appl
Appl
Appl
Appl
Appl
Appl
Appl

) System.Web.Http.SelfHost.dll 28/01/2015 04:03 a... Appl

f! MNetwork

1| m | b

SolisYSTEMS.SpiritOffline.Host. WinServic... Date modified: 02/10/2016 06:51 p.m.
XML Configuration File Size: 3,49 KB

Windows File Explorer screen

The SoliSYSTEMS.SpiritOffline.Host.WinService.exe.config XML configuration file contains the Secure
Access Module (SAM) parameter values as follows:

e BIN: the Bank Identification Number. The BIN is a six-digit number assigned by the Food and Nutrition
Service (FNS) specifically to support EBT.

e KeySLOT: a slot number that contains the BIN keys.

o KeyVersion: use this value with the version within the SLOT that you need.

e HashAdditionalValue: 4 bytes length Hash Value used during a secure PIN Reset.
To switch between Production Keys and Test Keys, the KeyVersion value in the
SoliSYSTEMS.SpiritOffline.Host.WinService.exe.config XML configuration file can be modified as follows:

e "1" - Production Keys Version 1.

e "0" - Test Keys.

14
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XML Editor screen

The port where the service will be started can be modified by changing the UriServer key in the XML
configuration file.

XML Editor screen

|_—} NOTE: Whenever a change is made to the XML parameters file, you must restart the service.

If the UriServer value is modified, then the SWEM-SC
configuration file must also be modified to match to that IP
and PORT under the UriServer key value.

15
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SWEM-SC Configuration

In the folder where the application was installed, an XML configuration file named WICDirectApp.exe.config is
stored.

Gz |« Progom s 1) » SolSYSTEMS Corp » SWEMSC = 47

Drganizev oo Open ~ Burn MNew folder 8=+ O 0

r

W0 Favorites Name Date modified Type *
B Desktop |1 SoliSYSTEMS.SpiritOffline.Host. WinService.exe.config 02/10/2016 06:51 ... XML
8 Downloads %] SoliSYSTEMS.Utils.dil 23/08/201603:48 ...  Appl
%) Recent Places %] SoliSYSTEMS.WICKeys.dil 23/08/2016 03:48 ...  Appl
Q@ wmeca %] SoliSYSTEMS.WICReader.dll 23/08/2016 03:48 ...  Appl
4 storage (sn001) [%| System.Net.Http.Formatting.dil 28/01/2015 04:02 a... Appl
2] System.Web.Cors.dll 23/08/2016 03:48 ...  Appl

Gl Libaries %] System.Web.Http.Cors.dil 28/01/2015 04:03 a... Appl
| Documents %] System.Web.Http.dil 28/01/201504:02 a... Appl
o Music ] System.Web.Http.SelfHost.dll 28/01/2015 04:03 a... Appl
[&/ Pictures %] WebApiContrib.FormattingJsonp.dil 13/10/201512:55...  Appl
i Subversion ] WICDirectApp.exe 04/10/2016 11:22 a... Appl
B Videos | 3 WICDirectApp.exe.config 03/10/2016 10:42 a... XML
%] WICOffline.SWEM.Client.dll 04/10/2016 11:22 a... Appl

™ Computer [ WICOffline.SWEM.ClientTest.exe 04/10/2016 11:22 a... Appl
&, Local Disk (C:) i WICOffline. SWEM.ClientTest.exe.config 02/10/2016 03:37 ... XML
ca Local Disk (D) %] WicOffline.SWEM.CyberJack.dll 04/10/2016 11:22 a... Appl
L Temp (SRVOL5) %] WicOffline. SWEM.dII 04/10/2016 11:22 a... Appl
%] WicOffline.SWEM.PCSC.dIl 04/10/2016 11:22 a... Appl

€ Network %] WICOffline. SWEM.WICDirect.dll 04/10/2016 11:22 a... Appl

< m {

WICDirectApp.exe.config Date modified: 03/10/2016 10:42 a.m. Date created: 03/10/2016 10:42 a.m.
XML Configuration File Size: 3,10 KB

Windows File Explorer screen

The WICDirectApp.exe.config XML configuration file should be modified to change the following key values:

logFile: This value contains the path and file name where SWEM-SC will write log information. In the log file,
information about different applications, their statuses, and any errors encountered are written.

URIServer: This value contains the IP address and TCP port of the SPIRITOfflineHostService. The
URIServer value is the WEM Server Configuration.

WicDirectUri: This value is not used in this version.

16
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In the WICDirectApp.exe.config XML configuration file, the following values are hard-coded from the message
structure:

<appSettings>
<add key="logFile” value="C:\temp\SWEMSC.log" />
<add key="uriServer" value="http://127.0.0.1:12346/" />
<add key="ClientSettingsProvider.Serviceuri” value="" />
<add key="WicDirectUri"” value="https://ebttestos.cdpehs.com:10011/Universallinterface2014/EB8T2?singlewsdl™ />
<add key="ClinicID" value="0" />
<add key="LocalAgencyID" value="1" />
<add key="ICDMessageversion” value="1CD.2014.2.5" />
<add key="WICEBTSystemID" value="3" />
<add key="WICMISSystemID" value="24" />
<add key="WICStateAgencyID" value="@4a" />
<add key="InitialSequenceNumber” value="120" />
<add key="CardAbsentTimeout” value="20" /><!-- In seconds -->
<l-- ADDED IN NEW VERSION 2017/10 -->
<add key="DatabaseFile” value="SwemSC.sglite"/> <!-- Must there be a SwemSC.sqlite file in user AppData\Roaming folder--»
<add key="SequenceNumberParamName” values"SEQUENCE_NUMBER" /> <!-- Modify only when you modify the SQLite parameter-->
<add key="PINAttemptsLimit"” value="3" />
<add key="ReInsertCardTimeout" value="30"/> <!-- In seconds -->
</appSettings>
XML Editor screen

The WIC Direct endpoint configuration is specified. Within this section, the endpoint address can be modified
to a valid WIC Direct SOAP WSDL. The endpoint is the URL in which the WEM configuration setting resides.

<clienty

&0 <endpoint address="https://ebttest0d.cdpehs. com:10011/UniversalInterface2014/EBT2" binding="wsHttpBinding"
bindingConfiguration="UniversalInterface?(14RttpBindingSecureEndpointl" contract="WicDirectApi.UniversalInterface" nams
="UniversalInterface2014EttpBindingSecureEndpointl” />

61 | </client>

XML Editor screen

{1}

17
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Using the SWEM-SC Application

Before starting the SWEM-SC application, connect the Smart Card Reader/Writer device and verify that it is
working properly.

Also, verify that the new SPIRITOfflineHostService local service is "Started" in the Status column on the
Windows Services screen.

File | Action & View Help
e Bz B »enw
), Services (Local) '0_

SpiritOfflineHostService Description Startup Type  Log On As
E# 3 Spirit OfflineHostService Started Automatic Local System
£, SPP Notification Service Provides So... Manual Local Service

% SQL Full-text Filter Daemon Launche... Service to la... Manual NT Service\MS5(
24 5QL Server (MSSQLSERVER) Prowvides sto... Manual MT Service\MSS(
';u- SQL Server Agent (MSSQLSERVER) Executes jo... Manual NT Service\SQLS
':f; SQL Server Analysis Services (MSSQL... Supplies onl... Manual NT Service\MS5(
fa, SQL Server Browser Provides 5Q)... Started Automatic Local Service

:q SQL Server Distributed Replay Client  One or mor... Manual NT Service\SQL ¢
% 50L Server Distributed Replay Contr... Provides tra... Manual NT Service\SQL ¢
75 S0L Server Integration Services 11.0 Provides m... Automatic NT Senrice\Ms[hD
4 SOL Server Reporting Services (MSS... Manages, e... Manual NT Service\Repo
b SQL Server V5SS Writer Provides th... Started Automatic Local System

£, SSDP Discovery Discovers n... Started Manual Local Service

+ Storage Service Enforces gr... Manual Local System
Maintains a...  Started Aujg]matic Local Svstem

Stop the service
Restart the service

Extended A Standard /

Windows Services screen

To start SWEM-SC, double-click the SWEM-SC shortcut icon on the Windows Desktop, or run the
WICDirectApp.exe file from the default installation folder listed below.

C:\Program Files (x86)\SoliSYSTEMS Corp\SWEM-SC\WICDirectApp.exe

B

Once SWEM-SC is started, the following processes occur:

e The card reader terminal displays the message: "Please Insert card!"
e The SWEM-SC icon is available on the Windows Taskbar.

18
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Smart Card Reader Process Flows

When a Smart Card is inserted into the Smart Card Reader/Writer device, various process flows occur based on
the interactions with the keypad on the Smart Card Reader/Writer device. These process flows are documented
below.

Connect a Smart Card Reader

When a Smart Card Reader/Writer device is plugged in to a workstation, the Smart Card Reader/Writer device
attempts to communicate with SWEM-SC.

7 NOTE For e o s e SWEN- s e SHEM S ot st e .

If the Smart Card Reader/Writer device cannot communicate with SWEM-SC, the Smart Card Reader/Writer
device displays the "cyberJack RFID SoliSYSTEMS" message on the Smart Card Reader/Writer device screen.

REINERSCT®

Smart Card Reader/Writer device - "cyberJack RFID SoliSYSTEMS"

B

21
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If the Smart Card Reader/Writer device can communicate with SWEM-SC, the Smart Card Reader/Writer device
displays the "Please Insert card!" message on the Smart Card Reader/Writer device screen.

Smart Card Reader/Writer device - "Please Insert card!"

22



SMART CARD READER PROCESS FLOWS

Insert the Smart Card

When a Smart Card is inserted into a Smart Card Reader/Writer device, the Smart Card Reader/Writer device
attempts to read the Smart Card and displays the "Please Wait..." message on the Smart Card Reader/Writer

device screen.

Smart Card Reader/Writer device - "Please Wait..."

Based on the Smart Card inserted, the following processes occur:
If the Smart Card cannot be read, the Smart Card Reader/Writer device begins the Card Cannot be Read

process.
If the Smart Card can be read, the Smart Card Reader/Writer device begins the Card Can be Read process.

23




SMART CARD USER GUIDE

Card Cannot be Read

When a Smart Card is inserted in the Smart Card Reader/Writer device and the card inserted cannot be read by
the Smart Card Reader/Writer device, the Smart Card Reader/Writer device displays the "Card Inserted? 1-Yes 2-
No" message on the Smart Card Reader/Writer device screen.

Smart Card Reader/Writer device - "Card Inserted? 1-Yes 2-No"

Based on the interaction with the keypad on the Smart Card Reader/Writer device, the following processes occur:

o |If the 1 key is pressed on the keypad, the Smart Card Reader/Writer device begins the Prompt to Report

Damaged Card process.
o If the 2 key is pressed on the keypad, the Smart Card Reader/Writer device begins the Prompt to Reinsert

Card process.

24
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Card Can be Read

When a Smart Card is inserted in the Smart Card Reader/Writer device and the card inserted can be read by the
Smart Card Reader/Writer device, the Smart Card Reader/Writer device reads the card (even if the card is not
currently assigned to an account), and the following processes occur:

e |If the card has not been associated with an account, the Smart Card Reader/Writer device begins the
Assign Card Number process.

e If an account has been created, and the card has been associated with an account, the following processes
occur:

o If a PIN has not already been created for the Smart Card, the Smart Card Reader/Writer device
begins the Prompt for New PIN process.

o If an existing PIN has already been created for the Smart Card, but the Reset PIN button was clicked
for the Smart Card on the EBT Household Demographics screen in the Clinic application module (or
the EBT Household Demographics screen in the Vendor application module for Compliance Buy
Benefits), the Smart Card Reader/Writer device begins the Prompt for New PIN process.

o If an existing PIN has already been created for the Smart Card, the Smart Card Reader/Writer device
begins the Prompt for Existing PIN process.

If the C key is pressed on the keypad of the Smart Card Reader/Writer device at any time once the card has been
successfully read, the Smart Card Reader/Writer device begins the Prompt to Remove Card process.

If the Smart Card is removed from the Smart Card Reader/Writer device at any time once the card has been
successfully read, the Smart Card Reader/Writer device displays the "Please Insert card!" message on the Smart
Card Reader/Writer device screen.

REINERSCT*®

Please
Insert card!

25
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Smart Card Reader/Writer device - "Please Insert card!"

Assign Card Number

If the card has not been associated with an account when the Card Can be Read process completes, the Smart
Card Reader/Writer device displays the "1-Request Update 2-Send Card" message on the Smart Card
Reader/Writer device screen.

Smart Card Reader/Writer device - "1-Request Update 2-Send Card"

If the 1 key is pressed on the keypad, the Smart Card Reader/Writer device displays the "Please Do Not Remove
Card..." message on the Smart Card Reader/Writer device screen and begins the Card Present process again to
communicate the changes and determine whether another update is required for the card.

26
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Smart Card Reader/Writer device - "Please Do Not Remove Card..."

With the card inserted, if the 2 key is pressed on the keypad, the Smart Card Reader/Writer device pushes the
card number to any text entry field in which the cursor is resting. For example, if the cursor resides in the Insert
or Swipe Card, or Type PAN text box on the Assign Card screen in the Clinic application module, the card
number is inserted into the text box. Prior to establishing a PIN on the card, the account must be set up, and the
card assigned to the account on the EBT Household Demographics screen in the Clinic application module.

27
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Prompt for New PIN

The Smart Card Reader/Writer device displays the "Enter new PIN" message on the Smart Card Reader/Writer
device screen in the following situations:

e At any point after the card has been assigned on the Assign Card screen in the Clinic application module
and a PIN has not already been created for the Smart Card.

e If an existing PIN has already been created for the Smart Card, but the Reset PIN button was clicked for
the Smart Card on the EBT Household Demographics screen in the Clinic application module (or the EBT
Household Demographics screen in the Vendor application module for Compliance Buy Benefits).

e If no interaction with the keypad occurs, the Smart Card Reader/Writer device continues to display the
"Enter new PIN" message on the Smart Card Reader/Writer device screen until SWEM-SC eventually times
out in the background. Once this occurs, the Smart Card Reader/Writer device begins the Prompt to
Remove Card process.

REINERSCT®
Enter new PIN

Smart Card Reader/Writer device - "Enter new PIN"

At this time, a new PIN for the Smart Card is entered using the keypad on the Smart Card Reader/Writer device.
Based on the interaction with the keypad on the Smart Card Reader/Writer device, the following processes occur:

e If a new PIN for the Smart Card is entered and the OK key is pressed on the keypad, the Smart Card
Reader/Writer device begins the Validate New PIN process.

e If a new PIN for the Smart Card is entered and the OK key /s not pressed on the keypad, the Smart Card
Reader/Writer device begins the Wrong PIN Reset process.
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o If no interaction with the keypad occurs, the Smart Card Reader/Writer device continues to display the
"Enter new PIN" message on the Smart Card Reader/Writer device screen until SWEM-SC eventually times
out in the background. Once this occurs, the Smart Card Reader/Writer device begins the Prompt to
Remove Card process.

Wrong PIN Reset

When creating a new PIN for a smart card, if the OK key /s not pressed on the keypad or if the new PIN /s not
entered identically both times when the OK key is pressed on the keypad, the Smart Card Reader/Writer device
displays the "Wrong PIN Reset" message on the Smart Card Reader/Writer device screen.

Smart Card Reader/Writer device - "Wrong PIN Reset"

Once the "Wrong PIN Reset" message displays on the Smart Card Reader/Writer device, the Smart Card
Reader/Writer device begins the Prompt to Remove Card process.
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Validate New PIN

While a new PIN for the Smart Card is being entered on the Smart Card Reader/Writer device, the Smart Card
Reader/Writer device displays the "Enter new PIN" message and an asterisk for each keypress made on the
Smart Card Reader/Writer device screen.

Once the new four-digit PIN is completely entered, the Smart Card Reader/Writer device displays the "Enter new
PIN ****" message on the Smart Card Reader/Writer device screen (as depicted below).

REINERSCT*®

Enter new PIN
e

Smart Card Reader/Writer device - "Enter new PIN ****"

Once the new four-digit PIN for the Smart Card is entered a second time for confirmation, the following processes
occur:

o If the OK key is pressed on the keypad, the Smart Card Reader/Writer device displays the "Please repeat"
message on the Smart Card Reader/Writer device screen to prompt entry of the new PIN a second time for
confirmation.

e |f the OK key /s not pressed on the keypad, SWEM-SC eventually times out in the background and the
Smart Card Reader/Writer device begins the Wrong PIN Reset process.

30



SMART CARD READER PROCESS FLOWS

REINERSCT*®

Smart Card Reader/Writer device - "Please repeat"

At this time, the new four-digit PIN for the Smart Card is entered a second time for confirmation using the
keypad.

Based on the interaction with the keypad on the Smart Card Reader/Writer device, the following processes occur:

o If no interaction with the keypad occurs, the Smart Card Reader/Writer device continues to display the
"Repeat:" message on the Smart Card Reader/Writer device screen until SWEM-SC eventually times out in
the background. Once this occurs, the Smart Card Reader/Writer device begins the Prompt to Remove Card
process.

¢ If interaction with the keypad occurs, the process continues as documented below.

While the new PIN for the Smart Card is being entered again on the Smart Card Reader/Writer device, the device

displays the "Please repeat" message and an asterisk for each keypress made on the Smart Card Reader/Writer
device screen.

Once the new four-digit PIN is completely entered again for confirmation, the Smart Card Reader/Writer device
displays the "Please repeat ****" message on the Smart Card Reader/Writer device screen.
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Smart Card Reader/Writer device - "Please repeat ****"

Once the new four-digit PIN is completely entered again on the keypad on the Smart Card Reader/Writer device,
the following processes occur:

o If the new PIN is entered identically both times when the OK key is pressed on the keypad, the Smart Card
Reader/Writer device briefly displays the "cyberJack RFID SoliSYSTEMS" message and begins the Card
Present process.

e If the OK key /s not pressed on the keypad, SWEM-SC eventually times out in the background and the
Smart Card Reader/Writer device begins the Wrong PIN Reset process.

o If the new PIN /s not entered identically both times when the OK key is pressed on the keypad, the Smart
Card Reader/Writer device begins the Wrong PIN Reset process.
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Prompt for Existing PIN

If a PIN has already been created for the Smart Card when the Card Can be Read process completes, the Smart
Card Reader/Writer device displays the "Please enter PIN" message on the Smart Card Reader/Writer device

screen.

REINERSCT*®

Smart Card Reader/Writer device - "Please enter PIN"

At this time, the four-digit PIN for the Smart Card is entered using the keypad on the Smart Card Reader/Writer
device.
Based on the interaction with the keypad on the Smart Card Reader/Writer device, the following processes occur:

o If the correct PIN for the Smart Card is entered and the OK key is pressed on the keypad, the following
processes occur:
o If the account associated with the Smart Card /s not currently active, the Smart Card Reader/Writer
device begins the Card is Locked process.
o If the account associated with the Smart Card is currently active, the Smart Card Reader/Writer device
begins the Validate Existing PIN process.

s
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If the correct PIN for the Smart Card is entered and the OK key /s not pressed on the keypad, SWEM-SC
eventually times out in the background, and the Smart Card Reader/Writer device begins the PIN Validation
Timeout process.

If the correct PIN for the Smart Card /s not entered on the keypad, the Smart Card Reader/Writer device
begins the Invalid PIN process.

If no interaction with the keypad occurs, the Smart Card Reader/Writer device continues to display the
"Please enter PIN" message on the Smart Card Reader/Writer device screen until SWEM-SC eventually times
out in the background. Once this occurs, the Smart Card Reader/Writer device begins the Prompt to

Remove Card process.

PIN Validation Timeout

If the correct PIN for the Smart Card is entered and the OK key /s not pressed on the keypad, the Smart Card
Reader/Writer device displays the "Please Wait..." message on the Smart Card Reader/Writer device screen .

Smart Card Reader/Writer device - "Please Wait..."

Once the "Please Wait... " message displays on the Smart Card Reader/Writer device, the Smart Card
Reader/Writer device begins the Prompt to Remove Card process.
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Validate Existing PIN

While a PIN for the Smart Card is being entered on the Smart Card Reader/Writer device, the Smart Card
Reader/Writer device displays the "Please enter PIN" message and an asterisk for each keypress made on the
Smart Card Reader/Writer device screen.

Once the four-digit PIN is completely entered, the Smart Card Reader/Writer device displays the "Please enter
PIN ****" message on the Smart Card Reader/Writer device screen.

REINERSCT*®

Smart Card Reader/Writer device - "Please enter PIN **+*"

Once the four-digit PIN is entered and the OK key is pressed on the keypad, the following processes occur:

e If the correct PIN for the Smart Card is entered on the keypad, the Smart Card Reader/Writer device begins
the Card Present process.

o If the correct PIN for the Smart Card /s not entered on the keypad, the Smart Card Reader/Writer device
begins the Invalid PIN process.
o If the correct PIN for the Smart Card /s not entered on the keypad for a specified number of attempts (as

configured in the PINAttemptsLimit field in the WICDirectApp.exe.config file), the Smart Card
Reader/Writer device begins the PIN Lock the Card process.
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Invalid PIN

If the correct PIN for the Smart Card /s not entered and the OK key is pressed on the Smart Card Reader/Writer
device, the Smart Card Reader/Writer device displays the "Invalid PIN Try Again" message on the Smart Card
Reader/Writer device screen.

Smart Card Reader/Writer device - "Invalid PIN Try Again”

Once the "Invalid PIN Try Again" message displays on the Smart Card Reader/Writer device, the Smart Card
Reader/Writer device begins the Prompt for Existing PIN process.
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PIN Lock the Card

If the correct PIN for the Smart Card /s not entered on the keypad for a specified number of attempts (as
configured in the PINAttemptsLimit field in the WICDirectApp.exe.config file), the Smart Card Reader/Writer
device displays the "Invalid PIN Card Locked" message on the Smart Card Reader/Writer device screen.

L

Smart Card Reader/Writer device - “Invalid PIN Card Locked"

Once the "Invalid PIN Card Locked" message displays on the Smart Card Reader/Writer device, the Smart Card
Reader/Writer device begins the Prompt to Remove Card process.

7 e
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Card is Locked

If the account associated with the Smart Card /s not currently active for the Smart Card, the Smart Card
Reader/Writer device displays the "Card Locked Contact Clinic" message on the Smart Card Reader/Writer device

screen.

Smart Card Reader/Writer device - "Card Locked Contact Clinic"

Once the "Card Locked Contact Clinic" message displays on the Smart Card Reader/Writer device, the Smart Card
Reader/Writer device begins the Prompt to Remove Card process.
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SMART CARD READER PROCESS FLOWS

Card Present

In this background process, the Smart Card Reader/Writer device connects with WIC Direct through SWEM-SC to
communicate transaction data.

The Smart Card Reader/Writer device prepares a "Card Present” message for the card number, which is sent
from SWEM-SC to the WIC Direct API to check the household and benefits for the card number with the
household information in WIC Direct.

£y

The "Card Present" message is then communicated back to the Smart Card Reader/Writer device from WIC Direct
by SWEM-SC, and data is written to the Smart Card.

Once "Card Present” message processing completes, the Smart Card Reader/Writer device begins the Verify the
Smart Card is Still Inserted process.

Verify the Smart Card is Still Inserted

Once the Smart Card Reader/Writer device successfully completes the Card Present process, the Smart Card
Reader/Writer device verifies that a Smart Card is still inserted into the Smart Card Reader/Writer device and the
following processes occur:

e If the Smart Card was removed, the Smart Card Reader/Writer device begins the Prompt to Reinsert Card
process.

e |If the Smart Card was not removed, the Smart Card Reader/Writer device begins the Check for Update
process.

Check for Update

In this background process, the Smart Card Reader/Writer device determines if a transaction occurred or an
update is required for the Smart Card and the following processes occur:

o If an update to the Smart Card is required, the Smart Card Reader/Writer device begins the Confirm Smart
Card Update process.

e If an update to the Smart Card /s not required, the Smart Card Reader/Writer device begins the Prompt to
Remove Card process.

Confirm Smart Card Update

In this background process, the Smart Card Reader/Writer device prepares a "Confirm Smart Card Update"
message for the card number, which is sent from SWEM-SC to the WIC Direct API to update the household and
benefits for the card number with the household information in WIC Direct. It contains any transactions that
occurred and updates the household information in WIC Direct with the benefits from the transactions, then it is
sent back from WIC Direct to SWEM-SC to update the card to match the data in WIC Direct.

e Once "Confirm Smart Card Update" message processing completes, a "Card Updated." message will be
displayed on the Smart Card Reader/Writer device momentarily and the Smart Card Reader/Writer device
begins the Update Card process.
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Update Card

Once "Confirm Smart Card Update" message processing completes, the Smart Card Reader/Writer device displays
the "1-Request Update 2-Send Card" message on the Smart Card Reader/Writer device screen.

Smart Card Reader/Writer device - "1-Request Update 2-Send Card"

If the 1 key is pressed on the keypad, the Smart Card Reader/Writer device displays the "Please Do Not Remove
Card..." message on the Smart Card Reader/Writer device screen and begins the Card Present process again to
communicate the changes and determine whether another update is required for the card.
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Smart Card Reader/Writer device - "Please Do Not Remove Card..."

When completed, a "Card Updated.” message displays on the Smart Card Reader/Writer device.
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Smart Card Reader/Writer device - "Card Updated.”

If the 2 key is pressed on the keypad, the Smart Card Reader/Writer device pushes the card number to any text
entry field in which the cursor is resting. Then, the Smart Card Reader/Writer device begins the Prompt to
Remove Card process.

If no interaction with the keypad occurs, the Smart Card Reader/Writer device continues to display the "1-
Request Update 2-Send Card" message.
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Prompt to Reinsert Card

If the Smart Card was removed from the Smart Card Reader/Writer device any time before the Verify the Smart
Card is Still Inserted process begins, the Smart Card Reader/Writer device displays the "Card Inserted? 1-Yes 2-
No" message on the Smart Card Reader/Writer device screen.

REINERSCT*®

Smart Card Reader/Writer device - "Card Inserted? 1-Yes 2-No"

Once the "Card Inserted? 1-Yes 2-No" message displays on the Smart Card Reader/Writer device screen, the
Smart Card Reader/Writer device waits a few seconds for the Smart Card to be reinserted into the Smart Card
Reader/Writer device. After a few seconds have elapsed, the following processes occurs:

o If the same Smart Card is inserted into the Smart Card Reader/Writer device before the time-out period
expires, the Smart Card Reader/Writer device begins the Verify the Same Card was Reinserted process.

o If the same Smart Card /s not reinserted into the Smart Card Reader/Writer device before time expires, the
Smart Card Reader/Writer device displays the "Please Insert card!" message on the Smart Card
Reader/Writer device screen.
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Verify the Same Card was Reinserted

If the same Smart Card is reinserted into the Smart Card Reader/Writer device during the Prompt to Reinsert
Card process, the Smart Card Reader/Writer device begins the Validate Existing PIN process again.

If the same Smart Card /s not reinserted into the Smart Card Reader/Writer device during the Prompt to Reinsert
Card process, the Smart Card Reader/Writer device displays the "Card Present" message on the Smart Card
Reader/Writer device screen.

REINERSCT*®

Smart Card Reader/Writer device - "Card Read Error Please Retry"

Once the "Card Read Error Please Retry" message displays on the Smart Card Reader/Writer device screen, the
Smart Card Reader/Writer device begins the Prompt to Remove Card process.
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Prompt to Report Damaged Card

When the "Card Inserted? 1-Yes 2-No" message displays and the 1 key is pressed on the keypad, the Smart Card
Reader/Writer device displays the "Report Damaged Card? 1-Yes 2-No" message on the Smart Card
Reader/Writer device screen.

Smart Card Reader/Writer device - "Report Damaged Card? 1-Yes 2-No"

Based on the interaction with the keypad on the Smart Card Reader/Writer device, the following processes occur:

o If the 1 key is pressed on the keypad, the Smart Card Reader/Writer device begins the Prompt to Enter
Card Number process.

o If the 2 key is pressed on the keypad, the Smart Card Reader/Writer device displays the "Please Insert
card!" message. If the Smart Card remains in the reader after the 2 key is pressed on the keypad, the
Prompt to Report Damaged Card process automatically starts again.
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Prompt to Enter Card Number

When the "Report Damaged Card? 1-Yes 2-No" message displays and the 1 key is pressed on the keypad, the
Smart Card Reader/Writer device displays the "Card Number:" message on the Smart Card Reader/Writer device

screen.

REINERSCT*®

Smart Card Reader/Writer device - "Card Number:"

At this time, the card number for the Smart Card is entered using the keypad on the Smart Card Reader/Writer
device.

Based on the interaction with the keypad on the Smart Card Reader/Writer device, the following processes occur:

e If a card number for the Smart Card is entered and the OK key is pressed on the keypad, the Smart Card
Reader/Writer device begins the Validate Card Number process.

e If a card number for the Smart Card is entered and the OK key /s not pressed on the keypad, SWEM-SC
eventually times out in the background. Once this occurs, the Smart Card Reader/Writer device begins the
Prompt to Remove Card process.

o |If no interaction with the keypad occurs, the Smart Card Reader/Writer device continues to display the
"Card Number:" message on the Smart Card Reader/Writer device screen until SWEM-SC eventually times
out in the background. Once this occurs, the Smart Card Reader/Writer device begins the Prompt to
Remove Card process.
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Validate Card Number

While a card number for the Smart Card is being entered on the Smart Card Reader/Writer device, the Smart
Card Reader/Writer device displays the "Card Number:" message and a numeric digit for each keypress made on
the Smart Card Reader/Writer device screen.

Once the sixteen-digit card number is completely entered, the Smart Card Reader/Writer device displays the
"Card Number: 1234567890123456" message on the Smart Card Reader/Writer device screen.

Smart Card Reader/Writer device - "Card Number: 1234567890123456"

=

Once the sixteen-digit card number for the Smart Card is entered on the keypad, the following processes occur:

¢ If the OK key is pressed on the keypad, the Smart Card Reader/Writer device displays the "Repeat:"
message on the Smart Card Reader/Writer device screen to prompt entry of the card number a second time
for confirmation.

e If the OK key /s not pressed on the keypad, SWEM-SC eventually times out in the background and the
Smart Card Reader/Writer device eventually displays the "Repeat:" message on the Smart Card
Reader/Writer device screen to prompt entry of the card number a second time for confirmation.
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REINERSCT*®

Smart Card Reader/Writer device - "Repeat:"

At this time, the sixteen-digit card number for the Smart Card is entered a second time for confirmation using the
keypad on the Smart Card Reader/Writer device.

Based on the interaction with the keypad on the Smart Card Reader/Writer device, the following processes occur:

o If no interaction with the keypad occurs, the Smart Card Reader/Writer device continues to display the
"Repeat:" message on the Smart Card Reader/Writer device screen. If SWEM-SC times out in the
background, the Smart Card Reader/Writer device begins the Prompt to Remove Card process.

o If interaction with the keypad occurs, the process continues as documented below.

While the card number for the Smart Card is being entered again on the Smart Card Reader/Writer device, the
Smart Card Reader/Writer device displays the "Repeat:" message and a numeric digit for each keypress made on
the Smart Card Reader/Writer device screen.

Once the sixteen-digit card number is completely entered again for confirmation, the Smart Card Reader/Writer
device displays the "Repeat: 1234567890123456" message on the Smart Card Reader/Writer device screen.
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Smart Card Reader/Writer device - "Repeat: 1234567890123456"

=

Once the sixteen-digit card number is completely entered again for confirmation on the keypad on the Smart
Card Reader/Writer device, the following processes occur:

o If the sixteen-digit card number is entered identically both times when the OK key is pressed on the
keypad, the Smart Card Reader/Writer device briefly displays the "Please Wait..." message and the following
processes occur:

o The Smart Card Reader/Writer device reads the card number and sends it to SWEM-SC.

0 SWEM-SC communicates the card number to WIC Direct in a "Report Damage Card" message handler
to validate the damaged card data in WIC Direct.

0 SWEM-SC communicates the damaged card information from WIC Direct back to the Smart Card
Reader/Writer device.

o The Smart Card Reader/Writer device begins the Prompt to Remove Card process.

o If the sixteen-digit card number /s not entered identically both times when the OK key is pressed on the
keypad, the Smart Card Reader/Writer device displays the "Please Insert card!" message.

o If the OK key /s not pressed on the keypad despite the sixteen-digit card number being entered exactly,
the Smart Card Reader/Writer device displays the "Please Insert card!" message.

o |If no interaction with the keypad occurs, the Smart Card Reader/Writer device displays the "Please Insert
card!" message.
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Prompt to Remove Card

When a transaction is cancelled or terminated, the Smart Card Reader/Writer device displays the "Please Remove
Card" message on the Smart Card Reader/Writer device screen and all Smart Card Reader Process Flows end.

Smart Card Reader/Writer device - "Please Remove Card"
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Replacement Card Wait Period

When a card is replaced on an existing EBT account, the card reader/writer acknowledges the wait period
determined by the EBT Processor configuration. If a card is inserted into the Smart Card Reader/Writer device
and the wait period has not yet been reached, the Smart Card Reader/Writer device displays a "Card not allowed
until mm/dd/yyyy" message and will show the date on which reflects the card can successfully be used.

Smart Card Reader/Writer device - "Card not allowed until mm/dd/yyyy"
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