BUREAU OF SPECIAL HEALTH CARE NEEDS

HIPAA

FREQUENTLY ASKED QUESTIONS (FAQ)
BUREAU OF SPECIAL HEALTH CARE NEEDS            

HIPAA

FREQUENTLY ASKED QUESTIONS (FAQ) 


1. What if the client is not mentally capable of giving consent, but their health information needs to be shared to protect their well being?  What do we do?

ANSWER: Although our caseworkers work on the frontline and make assessments as to our clients’ mental capabilities, only a judge or a Durable Power of Attorney (DPOA), which is in effect, can take away the clients’ right to make their own decisions.

If the client does not have a guardian or a DPOA and the worker is convinced that the client cannot make their own decisions, based upon professional judgment, then (and I would suggest in consultation with their supervisor) the caseworker can share information with the caregiver/assistor to the extent the information is necessary for the caregiver to provide assistance.  This should be an instance of last resort and if information is shared under this provision, guardianship should be considered as well.

2. From which care providers or types of providers will we be seeking written agreements?

ANSWER:  The Department of Health and Senior Services (DHSS), as a covered entity, must obtain a business associate agreement with those entities that perform a covered function on its behalf.  These agreements are developed by Central Office and will not be entered into on the county level.  The care providers we will be asking to complete a business associate agreement include in-home providers, home health agencies and other entities we contract with to provide a covered function.

3. Will hospital discharge planners and other health providers give us health information about clients they are referring to us?

ANSWER:  It is difficult to say how other covered entities are interpreting the provisions of the Privacy Regulation.  Based on our interpretation of the regulation, DHSS believes that hospital discharge planners can give us information regarding the clients they are referring to us as the information is for treatment purposes.  We cannot impose our interpretation on others, but only offer it as our interpretation. If the information is necessary for us to develop the treatment plan and the covered entity is unwilling to give us the information, even for treatment purposes have the client complete an authorization form, in order for the covered entity to release the information.

4. Will you provide staff with an example of the confidentiality statement?

ANSWER:  You should have received the sample language for emails and faxes.  This language, by administrative policy, is to be included on emails and faxes.  

5. Can we discuss and share health care information with a care giving family member?

ANSWER:  If the caseworker asks the client if the caseworker can share the client’s health care information with a care giving family member AND the client agrees, then the 

caseworker can share health care information with the care giving family member, to the extent the information is necessary for the family member to assist in the client’s care.  

The client must be asked before the disclosure and must agree to the disclosure.  The caseworker should document the client’s agreement in their case record.

6. What happens if we do make a mistake and too much information is released?

ANSWER:  According to the federal government, HIPAA is going to be a complaint 

driven process.  At this point in time, no one will be coming into our offices monthly or yearly to see if we are appropriately complying.  If a mistake is made, supervisors need to be made aware of the situation so that we can evaluate where the breakdown actually occurred—did the employee not have enough training, did the training not address the situation at issue, was the employee not supervised appropriately, etc—and correct the problem.  It is my understanding that if the federal government sees that we addressed our mistakes, we have a better chance of not being fined.

7. When do we have the client sign the Acknowledgement Form?

ANSWER:  The client signs the Acknowledgements Form at the time they receive our Notice of Privacy Policies.  The client receives this Notice only once and needs to sign the Acknowledgement Form only once.  The client should receive the Notice and sign the Acknowledgement Form the first time we encounter them after April 14, 2003.

8. When is an Authorization for Disclosure of Consumer Medical/Health Information (Authorization) appropriate?

ANSWER:  The Authorization is the formal way for a client to direct the person holding their information to release that information.  The Department may encounter the authorization in two ways. First, the Department may be “authorized” to release information we have about a client to another person.  Second, the Department may use the Authorization to obtain client information from another source.  In order for an Authorization to be valid, it must contain all of the elements prescribed in the regulation.  It is appropriate to use an Authorization any time you need client health information and the holder of the information will not release the information without the Authorization.

9. If a client cannot physically sign the Acknowledgement Form, what do we do?

ANSWER:  If the client cannot sign the Acknowledgement form, determine if they can make their mark on the form.  If that is not possible, document in the caseworker notes that the Acknowledgement Form and Notice of Privacy Policies were provided to the client, the date they were provided to the client and the reason the form was not completed.

10. What type of protections shall we follow in shared space environments?

ANSWER:  Due to numerous factors, there are instances where the DHSS employees share office space with other divisions and even other departments.  It is important to implement a few, common sense practices to protect the confidentiality of our client information.  If a fax machine is shared with other departments, promptly remove your 

incoming faxes (or the faxes of your division co-workers) to prevent the unnecessary dissemination of client information.  If your workspace is in an area frequented by other 

department employees or visitors, be aware of the information left unattended on your desk.  If possible, place files in drawers when not in use.  If you are going to be away from your desk a for a brief period of time, close files and turn them over so that the client’s name cannot be read by the casual passerby.  Activate the password-protected screensaver to prevent others from logging onto your computer when you are away from your desk.  These are several suggestions that can be adapted to your individual work environment.

11. Is it a breach of confidentiality if there is a disclosure to a covered entity or just to a non-covered third party?

ANSWER:  Confidentiality and disclosure are two different concepts.  Disclosure of confidential information may be to a covered or a non-covered entity.  Erroneously disclosing information to a covered entity is just as serious as disclosing it to a non-covered entity.

12. Can we obtain a valid Authorization only from a competent client?

ANSWER:  We cannot have a client execute an Authorization if they have a guardian.  Only a judge can take away the client’s rights.

13. Why is the Department’s legal staff not a third party to whom we cannot share confidential client information?

ANSWER:  We can share confidential client information with the Department’s legal staff for healthcare operations.  If we are sharing information outside of the Department, we need to evaluate the purpose of the disclosure and the information being disclosed.

14. Can the usual healthcare providers of our clients be given and keep a supply of our Acknowledgement and Authorization forms, once we clarify their use and purpose?

ANSWER:  Our health care providers can access from the Internet our Authorization form and may make as many copies as they would like or adapt the form to their use.  If 

the Authorization form is adapted, we will need to review to determine if it contains the necessary elements to be HIPAA-compliant.

It is the Department’s responsibility to distribute our Notice of Privacy Policies to our clients.  The signed Acknowledgement Form is the Department’s documentation that the 

client received the Notice.  It is not appropriate for our providers to be distributing our Acknowledgement Form.    

15. Once permission has been given to one covered entity, is it given to us also since we have a commitment to cooperate?

ANSWER:  Every covered entity that has a relationship with the client is to provide that client with its Notice, no matter if the provider is the first or fifteenth in a chain of providers the client has visited.  The Notice only states the policies of the covered entity providing the Notice, not the policies of every covered entity with whom the provider may work.

16. Does normal spousal immunity apply?

ANSWER:  The HIPAA Privacy provisions do not include a spousal immunity privilege.  Before disclosing client specific health information to the spouse, you need to obtain the client’s authorization.  This Authorization may be verbal.  The spouse should be treated as a caregiver.  

17. Providers may want to know if they have had a specific client before, so that they can refuse problem clients.  Can we disclose the client’s identity prior to the provider’s acceptance of the client?

ANSWER:   Avoid disclosing the client’s identity before the provider accepts the client.  You can tell the provider that this is a client they have previously provided services to, or alternately, that this client is not a client to whom they have provided services.

18. Does it matter if the client has a power of attorney versus a durable power of attorney as to who is the appropriate person to sign the Acknowledgement Form?

ANSWER:  It is important to read the language of the power of attorney to determine when it becomes effective.  Many power of attorneys do not remain in effect once the client becomes incapacitated.  Some durable powers of attorneys only become effective 

when specific circumstances occur (for example, when two doctors declare that the client is incapacitated).  It is also important to read exactly what powers the document 

grants to the attorney in fact.  Not every durable power of attorney provides for the attorney in fact to make health care decisions.

21. 
Does a consumer’s request for restrictions on the release of their information have to be in writing?  What about our refusal to honor their request?

ANSWER: A consumer’s request for restrictions on the release of their information must be in writing.  Additionally, our refusal to honor that request must also be in writing.  Refusals to honor a request for restriction will be issued by the Privacy Officer.

22.
Is encryption required on email containing PHI?

ANSWER: Email sent from a Department of Health and Senior Services (DHSS) email account to another Department of Health and Senior Services employee’s official email account does not have to be encrypted even it contains PHI.  Email communications sent outside DHSS shall not contain confidential individually identifiable information 

unless technology such as encryption is employed to secure the content of the email.   Presently, encryption technology is not available to Department employees.

23.
How do consumers request copies of their file?

ANSWER: A consumer may use the Authorization for Disclosure of Consumer Medical/Health Information to obtain a copy of their file. Consumers may also request an accounting of the disclosures made by the covered entity, with respect to their protected health information.  The accounting of disclosures is a compilation of the releases of information, but not the actual records disclosed.

24. 
One of our participants is residing with the grandparents.  The mother "gave" the child to them to take care of.  The grandparents are pursuing guardianship.  The mother is still in the picture but difficult to reach and not very responsive to returning of forms, etc. I know that under BSHCN guidelines the individual(s) with physical custody can be designated as the responsible party and sign the application form.  Under HIPAA regulations, do the same regulations apply?  That is, in this instance, can the grandparents sign the Acknowledgement Form and Authorization of Consumer Medical/Health Information?
ANSWER: A covered entity can/must treat a person who under applicable law is a parent/guardian or acting in loco parentis as the personal representative.  If the grandmother is acting in loco parentis, then she may sign the Acknowledgement.  However, to act in loco parentis in Missouri, you must execute a power of attorney to give up your child.  The Department must have a copy of the document allowing the grandmother to act in loco parentis in order to act upon her direction.
25.
Whom can consumers contact if they have a complaint?

ANSWER: Individuals may complain about privacy issues to the DHSS and to the Secretary of U.S. Department of Health and Human Services if they believe their privacy rights have been violated.  Complaints may be filed with DHSS by mail, telephone or face-to-face.  Complaints can be sent to DHSS at the following address:  Privacy Officer, 

Department of Health and Senior Services, 912 Wildwood, P.O. Box 570 Jefferson City, Missouri 65102-0570, (573) 751-6005.  

26.
How long must records be retained?
ANSWER:  The Department must be able to account for the disclosures it has made from a client’s file for a period of six years.  The retention period for the underlying information that was disclosed is governed by state law or department policy.  It is 

possible that the accounting will detail records disclosed when the underlying information has been destroyed.
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