Proofpoint mail encryption allows you to receive encrypted email messages from the Department of Health and Senior
Services (DHSS). The following procedures illustrate how you (the Recipient) will access an encrypted email from DHSS.

Proofpoint Mail Encryption Instructions for Providers

The encrypted email message will always contain [encrypt] somewhere in the Subject line.

NOTE: No software is actually installed on the computer.

1. The recipient receives the email.
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2. The recipient opens the email and clicks on the message_zdm.html attachment.
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Test message [encrypt]

1: Hoelscher, Theresa (Theresa.Hoelscher@dhss.mo.gov)
@Yuu may not know this sender. Mark as safe | Mark as unsafe

Sent: Wed 1/30/08 1:45 PM
T hoelst@hotmail.com
W message_z...html (5.8 KB)

To view your message, please open the attachment.
Do not delete this email if you wish to view the
message again at a later time.

If you experience problems when retrieving the encrypted message, please call the
State Data Center Helpdesk at (573) 751-2201.

This attachment contains your secure message sent using Proofpoint Secure
Messaging™. What's This?
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3. After opening the message zdm.html attachment, the recipient clicks the “Read Message” button.

Click the button below to view your secure message.

Read Message

If you de not see = Read Message button or can not dlick on the button, please forward the original email to
voltagesecure@oa.mo.gov. Within a few minutes, you will receive a link to read your secure message.

Email Security Powerad by Voltage 1BE™
Copyright ©2003-2006 Voltage Security, Inc. Proofpoint is a registerad trademark of Proofpoint, Inc. in the United States and other countries.
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4. The recipient is asked to enroll in the Proofpoint Voltage encryption system. The recipient types his or her name, a
password of his or her choosing (the password must have a minimum of four characters), and selects a password
reminder phrase. The recipient clicks “Continue”.

proofpoint>

Secure Messaging”

Create a New Account

Please provide the following
information to read your email.

State of Missouri values your right to privacy. We will never use your email to send you any unsolicited mail,
nor will we share it with or sell itto any third party for such use.

Please complete the fields below:

Your Name |<yourﬁrslname yourlastname>

Your Email Address hoelst@hotmail.com

Please Choose Your Password I

Re-type Your Password I

Choose a Password Recovery Question IPIeage choose one j

Your Answer I

Continue == |

-

) @) Your personal information is kept private with State of Missouri Secure Messaging . Click here to learn
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5. The encrypted email is decrypted and opened for the recipient to view.

hoelst@hotmail.com| Help |Sign Out

Replyl Reply All | Forward |

From: theresa hoelscher@dhss. mo.gov (authenticated by mo.gov) @ valid Signature (Help)
Sent: Jan 30, 2008 1:44:58 PM C5T

To hoelst@hotmail.com

Subject: Test message [encrypi]

This is a secure message.

Reply | Reply All Forward

@1 Your personal information is kept private with Proofpoint Secure i Click here to learn more.

Subsequent Emails
(for a recipient who is already enrolled in the encryption system)

1. The recipient receives the email with [encrypt] in the subject line.
2. The recipient opens the email, types in his or her password, and clicks “Continue”.
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proofpoint>

Secure Messaging”

Please enter your password:

Your Email Address  hoelst@hotmail.com

Password

Continue =2

Forgot Password?

You may reset it by clicking here.

\ '@3— Your personal information is kept private with State of Missouri Secure Messaging . Click here to learn
more.
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3. The encrypted email is decrypted and opened for the recipient to view.



Note: If the recipient forgets his or her password, there is an option within the message that says “Forgot
Password? You may reset it by clicking here”. Once the recipient clicks on this option, the system will then
prompt the recipient with the password reminder question. If the recipient answers the password reminder
question correctly, he or she will be allowed to change the password and read the message.

Recipient Can Send Secure Reply

4. After opening the encrypted mail message, the recipient can click reply.
5. After the recipient types a response, then the recipient can click the “Send Secure” button.

hoelst@hotmail.com | Help |Sign Out
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From: hoelst@hotmail.com (authenticated by mo.gov
To: theresa.hoelscher@dhss.mo.gov ﬂ

Send Me a Copy: [

Subject: [RE: Test message [encrypt]

Adtach Fiie [ Browse... Attach

Total Attachment Size: 0 kB / 12,000 kB (0% Used
Maximum Allowed Attachments: 5

[This is a secure reply. =

> From: theresa.hoelscher@dhss.mo.gov
> Sent: Jan 30, 2008 1:44:58 PM CST

> To: hoelst@hotmail.com

= Subject: Test message [encrypt]

>

> This is a secure message.

=

Send Secure =
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6. The encrypted message is sent to the Proofpoint encryption device and is unencrypted.
7. The unencrypted message is delivered to the DHSS recipient’s mailbox.
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JEiIe Edit Wiews Insert Format Tools Actions Help

Jﬁdﬂeply |@Replyto.ﬁ.lj|f¢§Forﬂard|§ | w ||%|_+ > | “» ~ W - £| [Z) v|

From: hoelst@hoktmail . com Sent: Wed 173002008 2:12 PM
To: Hoelscher, Theresa

o

Subject: RE: Test message [encrypk]

h‘his iz & secure reply. A|

From: theresa.hoelscherfidhss.mo.gow
Sent: Jan 30, Z005 1:44:55 PM C3T
To: hoelstfhotmail.com

Sukbject: Test messade [encrypt]
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Thi= is & secure message.

MNote: This message was originally sent securely with Proofpoint
Secure Messaging, and has been automatically decrypted for you at
the gateway.




