Installing a Digital Certificate in Internet Explorer 7

When you go to ESSENCE (https://eed-web.dhss.mo.gov/index.jsp) and you get the following error
screen:

{Z Certificate Error: Navigation Blocked - Windows Internet Explorer provided by DHSS/ITSD
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., There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.

@ click here to dose this webpage.
& Continue to this website (not recommended).

@ More information

e Internet

iy Start L6 | AN, | 2. studio Prajects > | 4

Click on “Continue to this website (not recommended).” You may get this:

Security Warning f'>_<|

The current Web page is trying to open a site in your Trusted
sites list. Do you want to allow this?

Current site: res:/fieframe.dll

Trusted site: https:/feed-web.dhss.mo.goy

Yes ] | Mo {

Warhing: allowing thiz can expogse your computer to secunty rigks. If
wou dan't rust the current *Web page, chooze Mo,




Connect to eed-web. dhss.mo.gov

If so, click yes.
You should get this login screen.

The server eed-web.dhss.mo.gov at Essence requires a
username and password,

User name: | €3 binghtt b |
Password: | seseesnsdl |

Remember my passwaord

[ Ok H Zancel ]

Click OK. You should get the following
screen. Click where it says “Certificate Error” next to the website address.
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You should see this. Click on “View Certificates.”

certificate authority.

This problem may indicate an attempt to i [ Map [
foaol you or intercept any data you send to . Bookmarks

the server.

nent: Mo Comments Avalable w | “oc

skmarkc Name | [ Bookmark Fage |

Wie recammend that you close this
webpage.
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Certificate E]EI

General | Details | Certification Path

You should get this window.

@g Certificate Information Click “Install Certificate.”

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: eed-web.dhss.mo.gov
Issued by: eed-web.dhss.mo.gov

valid from 2/17/2006 to 11132008

I

Certificate Import Wizard EI

You should see this:
Welcome to the Certificate Import

Wizard
Click “Next”

This wizard helps wou copy certificates, certificate trust
lisks, and certificate revocation lisks from ywour disk bo a
certificate store,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used ko prokect data or to establish secure network
connections, A certificate skore is the system area where
certificates are kept.

To continue, click Mext,

Mext > | [ Cancel




Certificate Import Wizard @

Certificate Store
Certificate stores are system areas where certificabes are kept,

Windows can automatically select a certificate store, or wou can specify a location For

{(#)iautomatically select the certificate store based on the bvpe of certificate;

() Place all certificates in the Following stare

[ < Back ” Mext = ][ Cancel ]

Certificate Import Wizard @

Completing the Certificate Import

Wizard

‘fou have successfully completed the Certificate Import
wizard.
‘fou have specified the Following settings;

Certificate Store Selected  Automatically determined by E
Conkent Certificate

< Back ” Finish l[ Cancel

Click Next.

Click Finish



Click Yes.

Security Warning .

"j ‘ou are about toinstall a certificate From a certification authority (CA) claiming to represent:
L
eed-web.dhss.mo.gov

\Windows cannot validate that the certificate is ackually From "eed-web.dhss.mao.gov”, You should confirm its origin by
contacting "eed-web,dhss.mo.gov”, The Following number will assisk wou in this process:

Thumbprint {shal): F344C1C5 36961308 A066803 EZEZEBDA AC32C09F
Warning:
If wou install this root certificate, Windows will automatically trust any certificate issued by this CA, Instaling a

certificate with an unconfirmed thumbprint is a secarity risk, IF you click "Yes" vou acknowledge this risk.

Do wou want ta inskall this certificate?

Click OK.

. | } The impart was successful,

Certificate
General | Details | Certification Path Click OK
@}C Certificate Information Next tlme yOU IoQin’ yOU ShOUIdn,t see

the error again.

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: eed-web,dhss.mo,gov

Issued by: eed-web,dhss.mo,gov

¥alid from 2/17/2006 bo 11/13/2008




