Installing a Digital Certificate for use with ESSENCE

If you see this message follow these steps to X

install the certificate on your machine. riri':i | nformation you exchange with this site cannot be viewed or

?. changed I:n_l,l_n:_nthers. Haoweser, there iz a problem with the zite's
1. Click View Certificate security cerificate.

& The zecurity certificate was izzued by a company pou have
niot chosen to tust, Yiew the certificate to determing whether
yoL want ko trust the cerifying autharity,

a The zecurity certificate date iz valid.

a The zecurity certificate haz a walid name matching the name
af the page pau are tyving to view.

Do you want ba proceed?

i I Wiew Certificate W

2. If the certificate is issued to and from General | Details | Certification Path |
eed-web.dhss.mo.gov, as it looks in this
picture, then click Install Certificate. i)

=% Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: eed-web.dhss.mo.gov

Issued by: eed-web.dhss.mo,gov

valid from 2/17/2006 to 11/13/2005

Issuer statemenk |




3. Click Next

4. Click Next

Certificate Import Wizard

x|

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, cerkificate trust
lists, and certificate revocation lisks From wour disk to a
certificate skore,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains infarmation
used ko prokect data or to establish secure nebwork,
conneckions, & certificate stare is the syskem area where
certificates are kept,

To conkinue, click Mesxt,

Certificate Import Wizard

Certificate Store

Cancel |
X

Certificate stares are system areas where certificakes are kept,

Windows can automatically select a cerkificate stare, or you can specify a location For

% mukomatically select the certificate store based on the bype of cerkificate:

i~ Place all certificates in the Following stare

Cerhificate store:

Browse, .., |

e




5. Click Finish

6. Click Yes

Security Warning

AN

Certificate Import Wizard

=

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Import
wizard,

‘fou have specified the Following settings:

Certificate Store Selected  Automatically determined by b
Content Certificate

1 | +

oo [ v ]| coma|

eed-web, dhss. mo.gov

Do wou want bo install this certificatey?

‘ou are about bo install & certificate From a certification authority {(CA) claiming to represent:

Windows cannot validate thak the certificate is actually From "eed-web,dhss.mo. gov”, Yoo should confirmn its origin by conkacting
"eed-web,dhss.mo.gov”, The Following number will assist vou in this process:

Thumbprint (shal): F344C1C5 36981308 AS066803 BZEZEBDA AICE2CO9F

IF vou install this root certificate, Windows will automatically brust any certificate issued by this CA, Inskalling a certificate with an unconfirmed
thumbprink is a security risk, IF wou click "ves" vou acknowledoe this risk,

7. You should see this message:

Certificate Import x|
L]
\l,) The impart was successfFul,




General | petails | Certification Path |

E%- Certificate Information
8. This window will still be open.

: : This CA Root certificate is not trusted. To enable trust,
Click OK to close it. install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  esd-web,dhss.mo, gov

Issued by: esd-web,dhss,mo, gow

valid from Z{17/2006 bo 11/13/2008

Inskall Certificate. . | Issuet Skatement |

Security Alert Iﬂ

9. Close out of this window by cIicking ?r;‘l | nformation you exchange with this site cannot be viewed or
2

X . changed by otherz. Howeser, there iz a prablem with the zite's
the X in the upper right-hand corner. security certificate.

Re-enter the URL to ESSENCE, and log /M The security certificate was issued by a company you have

: : not chozen to trust, Yiew the certificate bo determine whether
In using your username and password. yoL want ko trust the cerifying autharity,

https://eed-web.dhss.mo.gov/index.js @ The security certificate date is valid.

The zecurity certificate haz a walid name matching the name
af the page pau are tyving to view.

Do you want ba proceed?

|

Wiew Certificate




